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1. Uvod

Tento dokument predstavuje pouzivatelsku priru¢ku komponentu XadesBP, ktory
je sucastou aplikacie D.Verifier-SVR/XAdES. Tato prirucka nadvazuje na priru¢ku
hlavnej aplikacie a blizSie popisuje uz len oblasti Specifické pre tento komponent.
V ramci tejto prirucky je popisana Specifikacia funk&nosti, podrobné API, ktoré
poskytuje nadradenej aplikacii a navratové hodnoty. Kapitola 3.1 obsahuje aj
modelové pripady overenia pre vybrané vzorky podpisov.

InStalacia a administracia komponentu a konfiguracia su popisané v ramci
pouzivatelskej priru¢ky hlavnej aplikacie.
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3. Popis API

Funkcionalita SCVA je vramci aplikacie D.Verifier-SVR/XAdES rozdelena do
samostatnych modulov, ktoré je mozné pri nasadeni aplikacie kombinovat podfa
poziadaviek zakaznika. Aplikaciu D.Verifier-SVR/XAdES tvori sada DLL kniznic,
ktoré poskytuju pre klientske aplikacie integracné .Net API rozhrania.

Pre spravne vyhodnotenie podpisu musi klientska aplikacia poskytnut aplikacii
D.Verifier-SVR/XAdES (resp. komponentu XadesBP) vSetky potrebné validacné
udaje, pripadne dodatocné certifikaty na vyskladanie platnej certifikacnej cesty. Na
to potrebuje volajuca aplikacia zistit' viaceré udaje z podpisu, ktoré su spristupnené
prislusnymi metédami komponentu.

Tvorca Kklientskej aplikacie musi zabezpelit, Ze jednotlivé volania funkcii
integracnych rozhrani aplikacie D.Verifier-SVR/XAdES budu realizované tak, aby
nedoslo k nespravnemu vyhodnoteniu platnosti elektronického podpisu, pripadne
aby nedoS$lo k nespravnemu rozSireniu elektronického podpisu na vysSiu formu.
Napriklad pri uvedeni nekompletnych udajov ku Casovej pecCiatke mdze byt
peciatka (a jej Casovy udaj) povazovany za nedéveryhodny a podpisovy certifikat
bude overeny ku Casu overovania podpisu. Napriek pritomnej Casovej peciatke
teda nemusi byt podpis vyhodnoteny ako platny aj ked pri spravnom CRL ku
certifikatu Casovej peciatky je podpis platny.

3.1. Pouzitie komponentu XadesBP

Klientske aplikacie by sa pri overovani podpisu a jeho rozSirovani na pokrocilejSiu
formu mali riadit scenarmi uvedenymi v tejto Casti.

3.1.1. Overovanie podpisu

Z predpokladov uvedenych v Specifikacii a pouzivatelskej priru¢ky celej SCVA
vyplyva, Ze volajuca aplikacia zabezpeluje (okrem iného) komunikaciu
s certifikaCnymi autoritami, vydavatelmi CRL a OCSP. Pre overovanie podpisu
ztoho vyplyva, Zze musi dodat mnozinu certifikatov a revokaénych udajov
potrebnych pre overenie certifikatov obsiahnutych v podpise.

Modelovy scenar overenia podpisu je preto nasledovny:

1) volajuca aplikacia zavola konstruktor komponentu, priCom na vstupe
Specifikuje subor XML alebo ASIiC, ktory obsahuje dany podpis,

2) po uspesnom zavolani konstruktora komponent poskytuje informacie
0 obsiahnutych podpisoch pomocou metédy GetSignaturelnformation().
Tato metdda vrati Strukturu, ktora obsahuje informacie o kazdom
vstupnom podpise. Tieto informacie zahffhaju kompletné data potrebné pre
nasledné overenie podpisu, resp. kod a popis chyby, ktora bola
detegovana uz pocas konstruktora,

3) Pre detailny vystup z konStruktora je mozné vyZziadat auditny zaznam
volanim metdédy GetAuditLog(),
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4) volajuca aplikacia na zaklade ziskanych informacii méze pripravit
potrebné udaje a zavolat' spolo€nu metddu overenia konkrétneho podpisu
VerifySignature(n) , kde n je poradové Cislo podpisu,

5) overenie prebehne podfla typu podpisu, ktory bol detegovany (a ktory je
volajucej aplikacii pristupny v Strukture Signaturelnformation). Vystupom
overenia je Struktura SignatureVerificationOutput, ktora obsahuje vysledok
overenia.

3.1.2. Vystup overenia

Vystupom overenia je Struktura SignatureVerificationOutput, ktora sa sklada
z viacerych jednoduchsich struktur, ktoré budu popisané v nasledovnych statiach.
Su to:

e CertPathinfo,

e UsedCertPathinfo,

e TspServicelnfo,

e VerificationSuboutput a

e VerificationTimeStampSuboutput.

Struktura CertPathinfo obsahuje tri mnoziny (mézu byt aj prazdne), ktoré popisuiju
certifikacnu cestu:

e List<string> certificates — zoznam certifikatov kédovanych v base64 na
overenie certifikatnej cesty,

e List<string> crls — mnozina CRL kdédovanych v base64 pre overenie
certifikatov z certifikaCnej cesty,

e List<string> ocspResponses — mnozina OCSP odpovedi kédovanych
v base64 pre overenie certifikatov z certifikacnej cesty.

Struktura UsedCertPathinfo obsahuje vSetky tri mnozZiny z CertPathinfo
a obsahuje navySe aj ¢as T (v UTC), ku ktorému sa viazu udaje o certifikacnej
ceste a informacie o Trusted Service Provider-ovi, ktorého sluZzba bola pouzita pri
overeni certifikatu. UsedCertPathinfo je vystupna Struktura, ktora poskytuje
informacie o konkrétnom overeni certifikatu z podpisu (SigningCert, AttrCert alebo
certifikatu z Casovej peciatky).
Struktura TspServicelnfo, ktorej detaily su $pecifikované v [1], obsahuije:

e string schemeTerritory,

e string tslISequenceNumber — je to zaroven identifikator pouzitého TSL,

e string tspName,

e DateTime listlssueDateTime — datum vydania TSL,

e DateTime nextUpdate — o€akavany datum vydania nového TSL,

e string anchorType,
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DateTime intervalFrom,

DateTime intervalTo,

string intervalServiceName,

string intervalServiceTypeldentifier,
string intervalServiceStatus,

List<TakenOverBy> takenOverByExtensions.

Pozn. Tieto udaje je SVA konformna s ETSI TS 119 612; Trusted Lists [2] povinna
zobrazit’ pouzivatelovi (volajucej aplikacii).

Pozn2. Struktiru TspCertPathInfo vracia na vystup komponent CertPathBuilder len
v pripade ak bol pri overeni vyuzity TSL. SVA (D.Verifier-SVRXAdJES-BP) tuto
informaciu posuva volajucej aplikacii.

Struktar

a UsedCertPathinfo teda obsahuje:
List<string> certificates — zoznam certifikatov kddovanych v base64,

List<string> crls — mnozina CRL kdédovanych v base64,

List<string> ocspResponses — mnozina OCSP odpovedi kdédovanych
v base64,

DateTime T — &as, vodi ktorému bola certifikacna cesta overena,

List<TspServicelnfo> tspServicelnfoList — informacie o pouZite;
doveryhodnej sluzbe — Struktur TspServicelnfo méze byt nula (ak nebola
pouzita ziadna) az viac (typicky dve — pretoZe existuju CA, ktoré maju
registrovanych v TSL viacero sluzieb).

Struktura SignatureVerificationOutput obsahuije:

MainIndication Mainindication — hlavny vysledok overenia, vymenovany
typ, ktory obsahuje prave jednu =z moznosti (INVALID, VALID,
INDETERMINATE),

Sublndication Subindication — blizSie vysvetfuje hlavnu indikaciu, uvadza
kategdriu overovania, ktora viedla k vysledkom INVALID, prip.
INDETERMINATE,

string AssociatedInfo — ak je to mozné, stru¢ne uvadza presny dovod
hlavnej indikacie, v pripade ak overenie podpisu skonCi z ddvodu
neplatnosti ATS, tak tento retazec obsahuje prefix ,ATS —,

XadesType VerifiedSignatureType — enum, ktory popisuje typ podpisu,
ktory bol overeny. Pozn. Tento typ sa moéze liSit od typu ziskaného
z GetSignaturelnformation() v pripade, ak nie je platna Ziadna Casova
peciatka,
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e DateTime BestSignatureTime — Cas, ku ktorému sa overuje podpis
a podpisovy certifikat. Pre podpis typu LevelB?! je to vstupny ¢as T (ku
ktorému je volané overenie podpisu — typicky je to utcNow) a pre vyssie
formy podpisu (LevelT alevelLTA) je to najmensi Cas, zo vSetkych
validnych Casovych peciatok (SignatureTimeStamp).

e UsedCertPathinfo SCCertPathinfo — informacie o certifikaCnej ceste
podpisového certifikatu.

e List<string> scCertRulesSets — obsahuje identifikatory sad pravidiel, ktoré
spliaju jednotlivé certifikaty z certifikatnej cesty pre certifikat
podpisovatela overovaného podpisu, pricom:

- ak je navratova hodnota null, tak sa vyhodnotenie vocCi pravidlam
neuskutocnilo.

- ak je navratova hodnota prazdne pole retazcov, tak niektory
z certifikatov v certifikaCnej ceste nevyhovuje ziadnej mnozine
pravidiel.

e List<VerificationSuboutput> Suboutputs — obsahuje dodatocné hlasenia
z tych krokov overovacieho procesu, ktoré vSak neovplyviiuju samotny
vysledok overenia podpisu. Su to elementy:

¢ CertifiedRole,

CounterSignature,
AllDataObjectsTimeStamp,
IndividualDataObjectsTimeStamp a
CommitmentTypelndication.

e List<VerificationTimeStampSuboutput> TimeStampSuboutputs -
obsahuje podrobnejSie informacie o overeniach jednotlivych €asovych
peciatok (SignatureTimeStamp a ArchiveTimeStamp).

* & o o

e string AuditLog — podrobny vypis vSetkych krokov overenia daného
podpisu.

Prva Cast vystupu (indikacie a asociovana informacia) je vytvorena v sulade
so Specifikaciou ETSI [3], ktora obsahuje podrobnejSie vysvetlenie vyznamu
jednotlivych indikacii a subindikacii. Pouzitie tejto Standardnej notacie umoznuje
lahsiu interpretaciu vysledkov overovania v ramci krajin EU.

Druha Cast vystupu (scCertRulesSets a AuditLog) je v sulade s existujucimi SVCA
aplikaciami [4] a [1].

Struktura VerificationSuboutput je definovana nasledovne:

e SubroutineStep Subroutine — vymenovany typ. Obsahuje nazov kroku prip.
elementu, ku ktorému sa viaze tento vysledok overenia,

1 LevelB (resp. LevelT, LevelLT a LevelLTA) je oznacenie pre XAdES podpis konformny s Urovriou
B (resp. T, LT a LTA) podla Specifikacie [25].
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e string Identification — identifikator elementu, ktory sa vyhodnocuje (bud' Id,
alebo iné),

e Mainindication MainiIndication — vysledok overenia, vyznam ako vysSie.
e Sublindication Subindication,
e string AssociatedInfo

e UsedCertPathinfo CertPathinfo -- Struktura UsedCertPathinfo je
nepovinna a viaze sa len na overenie certifikacnej cesty elementov
AllDataObjectsTimeStamp, IndividualDataObjectsTimeStamp, pripadne
CertifiedRole.

Tato Struktura poskytuje informaciu o overeni takej Casti podpisu, ktora priamo
neovplyvnuje platnost samotného podpisu (t.j. hodnotu SignatureValue), ale méze
ovplyvnit' pouZitie podpisu pre konkrétny modelovy scenar. Napriklad overenim
elementu CertifiedRole sa rozhodne, €i osoba, ktora podpis vytvorila mala
dostato¢né opravnenia na ukon s podpisom spojeny.

3.1.3. Vytvaranie vyssSieho formatu podpisu

Nasleduju modelové scenare, ktoré je potrebné dodrzat, aby volajuca aplikacia
ziskala korektné rozSirenie vstupného elektronického podpisu. Je rozliSené
pridavanie obyCajnej Casovej peciatky (SignatureTimeStamp) a archivnej Casovej
pecCiatky.

3.1.3.1. Pridanie ¢asovej pec¢iatky do podpisu

Pridavanie ¢asovej peciatky ma vyznam nielen pre zakladny Level-B format, ale aj
pre format Level-T. Casova pediatka od druhej TSA mézZe poskytnut dokaz o Ease
vytvorenia podpisu s odliSnou platnostou.
1) volajuca aplikacia zavola konstruktor komponentu, pri€om na vstupe doda
subor XML alebo ASIC, ktory obsahuje aspor jeden podpis,

2) volajuca aplikacia musi overit’ korektné vykonanie konstruktora a zistit' typ
prislusného  podpisu, ktory chce rozSirit, volanim  metddy
GetSignaturelnformation(),

3) volajuca aplikacia méze overit platnost prislusného podpisu volanim
metddy VerifySignature() pomocou vy$Sie uvedeného scenara. Pozn.
pripadné rozSirenie neplatného podpisu o ¢asovu peciatku jeho platnost
neovplyvni.

4) volajuca aplikacia vyZziada pre prislusny podpis data pre vytvorenie Casovej
peciatky volanim metédy GetSignatureTimeStampOctetStream(),

5) volajuca aplikacia vyziada od TSA token Casovej peciatky,

6) volajuca aplikacia zavola metédu AddSignatureTimeStamp(), pricom na
vstupe doda token od danej TSA. Metéda AddSignatureTimeStamp() overi
platnost tokenu, nie vdak doveryhodnost certifikatu jeho vydavatela,
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7) volajuca aplikacia moze overit' platnost nového podpisu volanim metédy
VerifySignature(), pricom na vstupe uz zada kompletné udaje pre overenie
podpisu. Tento krok je odporu€any, pricom okamzZité spustenie overenia
korektnej T-formy podpisu vrati indikaciu INDETERMINATE, TRY_LATER,
alebo VALID (pozn. vystup VALID nastane v pripade, ak TSA vydavajuca
token je uvedend na Trusted Services List-e). Uplné overenie
déveryhodnosti peciatky (od TSA, ktora nie je na TSL) sa dosiahne az po
uplynuti doby CRLNextUpdate pre certifikat tokenu a ziskani prislusného
CRL (resp. OCSP).

3.1.3.2. Pridanie archivnej ¢asovej peciatky do podpisu

Pridavanie archivnej Casovej peciatky je mozné iba do podpisov formatu Level-T
a Level-LTA. Archivne peciatky sa tymto pridavaju do sekvencie, t.j. posledne
pridana svojim odtlatkom chrani dbéveryhodnost vsSetkych predchadzajucich.
Napriek tomu mdZzZe volajuca aplikacia poistit déveryhodnost archivnej Casovej
peciatky tak, Ze ju vytvori s viacnasobnymi ¢asovymi tokenmi (timestamptoken).
Kazdy token méze byt podpisany inou TSA a pri vypadku certifikatu niektorej TSA
moZe byt archivna peciatka stale vyhodnotena ako platna.

1) volajuca aplikacia zavola konstruktor komponentu, priCom na vstupe doda

subor XML alebo ASiC, ktory obsahuje aspor jeden podpis,

2) volajuca aplikacia musi overit’ korektné vykonanie konstruktora a zistit' typ
prislusného  podpisu, ktory chce rozsirit, volanim  metody
GetSignaturelnformation(),

3) volajuca aplikacia pripravi valida¢né udaje potrebné pre overenie podpisu,
t..:

A)v pripade LevelT su to validatné udaje pre podpisovy -certifikat,
pripadny atributovy certifikat a Casové peciatky (SignatureTimeStamp,
AllDataObjectsTimeStamp a IndividualDataObjectsTimeStamp,
vSetky vyskyty),

B)v pripade LevelLTA su to validacné udaje pre poslednu archivnu
Casovu peciatku,

Podpis formatu (typu) LevelB nemozno rozSirit o archivhu ¢asovu
pecCiatku.

4) volajuca aplikacia zavola metédu GetArchiveTimeStampOctetStream()
s validacnymi udajmi pre overenie podpisu. Metdda skontroluje, ¢i su udaje
platné (tj., ¢i je mozné aktualne vyskladat platnu cestu v sulade
s podpisovou politikou), prida ich do Struktury podpisu a vytvori oktet
stream. Vysledkom metddy je teda vysledok overenia, ako aj ziskany oktet
stream. V pripade overenia, ktoré nie je VALID, je oktet stream prazdny,

5) v pripade vysledku VALID z predchadzajuceho kroku, volajuca aplikacia
vyziada od TSA token k archivnemu oktet streamu. V opacnom pripade je
potrebné krok opakovat,

Popis API -14/41-



Projekt GOV_ZEP A3019_002

Dokument Pouzivatelska priru¢ka komponentu

Referencia GOV_ZEP.277 Verzia 1

6) volajuca aplikacia zavola metdédu AddArchiveTimeStamp(), na vstupe
doda ziskany token ¢asovej pecCiatky,

7) volajuca aplikacia je povinna nasledne zavolat metédu VerifySignature()
na novovytvoreny archivny podpis, pretoze vytvorenie archivnej formy
mohlo zlyhat aj zdbvodu, Zze TSA vydala token s prili§ velkym
oneskorenim a platnost niektorého validaCného udaju uz medzitym
vypr8ala. V pripade nevalidnej LTA formy je potrebné postup zopakovat
od bodu 1) s pdvodnym vstupnym suborom.

3.1.4. Vystup rozsirenia podpisu

Vystupom rozsirovania podpisu je Struktura SignatureCreationOutput, ktora
obsahuje Strukturu pre vysledok overenia a udaje vysledného podpisu. Struktura
SignatureCreationOutput sa sklada z:

e Struktura SignatureVerificationOutput — slizi na odovzdanie vysledku
overenia prislusnych Casti podpisu,

e string mimeType — urCuje typ vystupného podpisu (moznosti su iba ,XML"
alebo ,ASIC*), vyplha sa iba v pripade ak vysledkom overenia je VALID,

e string signedXml — XML dokument obsahujuci rozSireny podpis,
e byte[] asic — ASiC obsahujuci rozSireny XML podpis.

Po obdrzani tejto Struktury by mala volajuca aplikacia overit, Ci
SignatureVerificationOutput obsahuje hlavnu indikaciu VALID avtom pripade
moZe podla udaju v mimeType spristupnit’ rozSireny podpis. V opacnom pripade
(vysledok rbézny od VALID) je potrebné vyhodnotit overenie a postup bud
zopakovat' s dodato¢nymi udajmi, alebo vystup overenia zobrazit uzivatelovi.

3.1.5. Modelové overenie konkrétnych vzoriek

V tejto Casti prezentujeme vybrand mnozinu vzoriek podpisov a prezentujeme ich
modelové overenie. Ciefom je ozrejmit overovacie procesy a stru¢ne zddvodnit ich
vysledky.

3.1.5.1. LevelB

Nazov vzorky n_vzorka BES BP1.0 _20201119.asice
Popis vzorky Platna vzorka z .NET podpisovaca 2020.
Cas overenia 20.11.2020 5:00

Vstupné revokacné udaje aca3_disig_4307.crl

MainIndication VALID

Sublndication VALID

AssociatedInfo

AuditLog

Identification: signatureld

Message:Get complete certificate values add: 0 certificate(s). Number of input certificates: 0 - 0,0507 ms.

Message:Get complete revocation values add: 0 CRL value(s) and 0 Ocsp value(s). Number of input CRL: 1, OCSP: 0. - 0,0211 ms.
Message:Verification Level B started.
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Message:  Validation context 'urn:oid:1.3.158.36061701.1.2.2" for time '20. 11. 2020 5:00:00": VALID - 0,3432 ms.
Message:  Verification of required elements:

Message:  Verification of required elements ended with status: VALID

Message:  Signature certificate: VALID - 0,0003 ms.

Message:  Verification of signature value:

Message: Document references verification:

Message: Reference 'ReferencesignatureldSignedProperties’ with URI ‘#signatureldSignedProperties’ - enveloping
Message: Reference 'Reference_9cfd8ff0-0639-4ae9-a4f2-7d79504c7afe’ with URI ‘objectld.xml' - detached
Message: Reference 'Reference_d8e280c1-e367-46b6-ab43-70673a76cf20' with URI ‘objectld.pdf' - detached
Message: Reference 'Reference_080b9925-6e77-4€96-875f-3e5c0917f704' with URI 'objectld.txt' - detached
Message: Reference 'Reference_6ff7514c-ce70-4c8f-acla-32361c16768a’ with URI 'objectldPng.png’ - detached
Message: Reference 'ReferencesignatureldSignatureProperties’ with URI '#signatureldSignatureProperties' - enveloping
Message: Reference 'ReferencesignatureldKeyInfo' with URI ‘#signatureldKeyInfo' - enveloping

Message: Document references verification ended with status: 7 item(s) VALID

Message: Document SignatureValue verification:

Message: Document SignatureValue verification ended with status: VALID

Message:  Verification of signature value ended with status: VALID - 53,8307 ms
Message:  Additional signature processing:

Message:  Additional signature processing ended with status: VALID - 0,0629 ms
Message:  Verification of signature certificate:

Message: Verification of certificate chain with time: 2020-11-20T06:00:00+01:00 and EitherCheck ...

Message: Using signature policy '1.3.158.36061701.1.2.2"

Message: Certificate (1) 'CN=Ing. Michal Pavlik, GIVENNAME=Michal, SURNAME=Pavlik,C=SK,SERIALNUMBER=PNOSK-8701137533'" is
Valid by 'SKQESigRules, QESigRules, AdESig-QCRules, AdESigRules, OtherSigSealRules'.

Message: CRL with number='4307" says: Valid

Message: OCSP: 516 - Set of OCSP responses is empty.

Message: Certificate (2) 'C=SK,L=Bratislava, SERIALNUMBER=NTRSK-35975946,0=Disig a.s.,OU=ACA-307-2007-2,CN=CA Disig QCA3'

is Trusted by 'SKQESigRules, SkQESealRules, SkQESig-MQCRules, QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules,
OtherSigSealRules'.

Message: Verification of certificate chain: ValidCertPath by 'SKQESigRules, QESigRules, AJESig-QCRules, AdESigRules, OtherSigSealRules'.
Message: CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message:  Verification of signature certificate ended with status: VALID - 59,3498 ms

Message:Verification Level B ended with status: VALID

Identification: signatureld

Nazov vzorky 8.asics

Popis vzorky Platna (aj ked stara) vzorka formatu ASICS,
implicitne referencovany datovy subor (prazdny
retazec URI v referencii)

Cas overenia 20.8.2015, 12:00:00

Vstupné revokacné udaje aca2_disig_4881.crl, kcanbusr3_12728.crl

MainIndication VALID

Sublndication VALID

AssociatedInfo

AuditLog

Identification: signatureld4

Message:Get complete certificate values add: O certificate(s). Number of input certificates: 0 - 0,0508 ms.

Message:Get complete revocation values add: 0 CRL value(s) and 0 Ocsp value(s). Number of input CRL: 2, OCSP: 0. - 0,0204 ms.
Message:Verification Level B started.

Message:  Validation context 'default' for time '20. 8. 2015 12:00:00": VALID - 0,165 ms.

Message:  Verification of required elements:

Message:  Verification of required elements ended with status: VALID

Message:  Signature certificate: VALID - 0,0002 ms.

Message:  Verification of signature value:

Message: Document references verification:

Message: Reference 'Referencesignatureld4SignedProperties' with URI ‘#signatureld4SignedProperties' - enveloping
Message: Reference ‘Reference_e047a625-1310-4f6e-bb96-196032b53203' with URI * - detached

Message: Reference 'Referencesignatureld4SignatureProperties’ with URI ‘#signatureld4SignatureProperties' - enveloping
Message: Reference 'Referencesignatureld4KeyInfo' with URI ‘#signatureld4KeylInfo' - enveloping

Message: Document references verification ended with status: 4 item(s) VALID

Message: Document SignatureValue verification:

Message: Document SignatureValue verification ended with status: VALID

Message:  Verification of signature value ended with status: VALID - 33,9928 ms
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Message:  Additional signature processing:
Message:  Additional signature processing ended with status: VALID - 0,0556 ms
Message:  Verification of signature certificate:

Message: Verification of certificate chain with time: 2015-08-20T14:00:00+02:00 and EitherCheck ...

Message: Using signature policy ‘default2013-2017'

Message: Certificate (1) 'CN=Ing. Michal Pavlik,GIVENNAME=Michal, SURNAME=Pavlik,C=SK,SERIALNUMBER=PNOSK 8701137533' is
Valid by 'SKQESigRules, QESigRules, AdESig-QCRules, AdESigRules, OtherSigSealRules'.

Message: CRL with number='4881" says: Valid

Message: OCSP: 516 - Set of OCSP responses is empty.

Message: Certificate (2) 'C=SK,L=Bratislava,0=Disig a.s.,OU=ACA-307-2007-2,CN=CA Disig' is Trusted by 'SkQESigRules,
SkQESealRules, SKQESig-MQCRules, QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: Verification of certificate chain: ValidCertPath by 'SkQESigRules, QESigRules, AJESig-QCRules, AdESigRules, OtherSigSealRules'.
Message: CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message:  Verification of signature certificate ended with status: VALID - 50,324 ms
Message:Verification Level B ended with status: VALID
Identification: signatureld4

Nazov vzorky j_xadesBP_B_IDOTS.asice

Popis vzorky Platha vzorka vytvorena podpisovacom Java,
obsahuje IndividualDataObjectTimeStamp

Cas overenia 1.4.2020 8:00:00

Vstupné revokacné udaje DTCCACr|_5369.crl, dtctsa.crl

MainIndication VALID

Sublndication VALID

AssociatedInfo

AuditLog

Identification: signatureld

Message:Get complete certificate values add: O certificate(s). Number of input certificates: 0 - 0,0492 ms.

Message:Get complete revocation values add: 0 CRL value(s) and 0 Ocsp value(s). Number of input CRL: 2, OCSP: 0. - 0,0215 ms.
Message:Verification Level B started.

Message:  Validation context 'urn:oid:1.3.158.36061701.1.2.2' for time ‘1. 4. 2020 8:00:00": VALID - 0,35 ms.

Message:  Verification of required elements:

Message:  Verification of required elements ended with status: VALID

Message:  Signature certificate: VALID - 0,0003 ms.

Message:  Verification of signature value:

Message: Document references verification:

Message: Reference 'ReferencesignatureldSignedProperties’ with URI ‘#signatureldSignedProperties' - enveloping

Message: Reference 'Reference_a5d5e4f-1169-4345-8bfe-f465bfa728a’ with URI 'PDF1' - detached

Message: Reference 'Reference_3539c5f-820a-479b-bce2-dc6fad394c4’ with URI 'PNG1' - detached

Message: Reference 'Reference_287bb4b-bdd7-47c6-8697-5b25fa0ad06' with URI 'TXT1' - detached

Message: Reference 'Reference_0069f7f-d610-46c2-b509-035ff4a594f with URI

'V9%C5%Aleobecn%C3%A9%20&%20rozhodnutie%20%25%20'%20Ministerstva%20%C5%A1kolstva,
%20vedy,%20v%C3%BDskumu%20a%20%C5%A1portu%20Slovenskej%20Republiky%20d0%20vlastn%C3%BDch%20r
%C3%BAk%20s%20fikciou%20doru%C4%8Denia2.xml' - detached

Message: Reference 'ReferencesignatureldSignatureProperties’ with URI '#signatureldSignatureProperties' - enveloping
Message: Reference 'ReferencesignatureldKeylnfo' with URI '#signatureldKeyInfo' - enveloping

Message: Document references verification ended with status: 7 item(s) VALID

Message: Document SignatureValue verification:

Message: Document SignatureValue verification ended with status: VALID

Message:  Verification of signature value ended with status: VALID - 62,7424 ms
Message:  Additional signature processing:

Message: Validation of IndividualDataObjectsTimeStamp:

Message: Verification of time stamp certificate chain with time: 2020-04-01T10:00:00+02:00 and EitherCheck ...

Message: Using signature policy '1.3.158.36061701.1.2.2'

Message: Certificate (1) 'C=SK,0O=Ditec\, a.s.,CN=TS Signer' is Prevalid by 'SKkQESigRules, SkQESealRules, SkQESig-
MQCRules, QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: CRL with number="1' says: Prevalid

Message: OCSP: 511 - Set of OCSP responses is empty.

Message: Certificate (2) 'C=SK,O=Ditec\, a.s.,CN=DTC TSA' is Trusted by 'SKQESigRules, SkQESealRules, SkQESig-
MQCRules, QESigRules, QESealRules, AAESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: Verification of time stamp certificate chain: PrevalidCertPath by 'SkQESigRules, SkQESealRules, SkQESig-MQCRules,
QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules, AJESigRules, AdESealRules, OtherSigSealRules'.

Message: CPB: Configuration file loaded 2021-06-14T15:06:30+02:00
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Message: Validation of IndividualDataObjectsTimeStamp[0][0] for object(s) with ID(s): Reference_a5d5e4f-1169-4345-8bfe-f465bfa728a,

Reference_3539c5f-820a-479b-bce2-dc6fad394c4, Reference_287bb4b-bdd7-47c6-8697-5b25fa0ad06, Reference_0069f7f-d610-46c2-b509-035ff4a594f is valid in time
1.4.2020 06:16:31.238

Message:  Additional signature processing ended with status: VALID - 82,0433 ms
Message:  Verification of signature certificate:

Message: Verification of certificate chain with time: 2020-04-01T10:00:00+02:00 and EitherCheck ...

Message: Using signature policy '1.3.158.36061701.1.2.2'

Message: Certificate (1) 'C=SK,ST=Slovak Republic,O=IT konzult s.r.o.,O0U=Software Division,CN=Lukas$ Baran' is Valid by 'AdESealRules,
OtherSigSealRules'.

Message: CRL with number='5369' says: Valid

Message: OCSP: 516 - Set of OCSP responses is empty.

Message: Certificate  (2) 'C=SK,ST=Slovak Republic,L.=Bratislava,0=DITEC A.S.,OU=Software Division,OU=DTC Certification
Authority, CN=DTC CA'is Trusted by 'QESigRules, QESealRules, AdESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: Verification of certificate chain: ValidCertPath by 'AdESealRules, OtherSigSealRules'.

Message: CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message:  Verification of signature certificate ended with status: VALID - 50,6213 ms
Message:Verification Level B ended with status: VALID
Identification: signatureld

3.1.5.2. LevelT

Nazov vzorky 1 T.asice

Popis vzorky Platna vzorka s platnou peciatkou, overuje sa voci
SKQESigRules

Cas overenia 10.06.2015, 17:00

Vstupné revokacné udaje kcanbusr3_12260.crl, aca2_disig_4705.crl,
dtctsa.crl

Vstupné udaje pre CertRules | SKQESigRules

MainIndication VALID

Sublndication VALID

AssociatedInfo

AuditLog

Identification: signatureldO

Message:Get complete certificate values add: O certificate(s). Number of input certificates: O - 1,0944 ms.

Message:Get complete revocation values add: 0 CRL value(s) and 0 Ocsp value(s). Number of input CRL: 3, OCSP: 0. - 1,5075 ms.
Message:Verification Level T started.

Message: Validation context 'default' for time '10. 6. 2015 17:00:00": VALID - 3,5815 ms.

Message: Validation of SignatureTimeStamp[0], Token[0] with certRulesSets: SKQESigRules:

Message: Time stamp token data: VALID

Message: Get time stamp validation data: O certificate(s), 0 CRL(s) and 0 Ocsp response(s). - 4,1824 ms.

Message: Verification of time stamp certificate chain with time: 2015-06-10T19:00:00+02:00 and EitherCheck ...

Message: Using signature policy ‘default2013-2017*

Message: Certificate (1) 'C=SK,O=Ditec), a.s.,CN=TS Signer' is Prevalid by 'SKQESigRules, SkQESealRules, SkKQESig-MQCRules, QESigRules,
QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: CRL with number="1" says: Prevalid

Message: OCSP: 511 - Set of OCSP responses is empty.

Message: Certificate (2) 'C=SK,O=Ditec)\, a.s.,CN=DTC TSA'is Trusted by 'SkQESigRules, SkQESealRules, SKQESig-MQCRules, QESigRules,
QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: Verification of time stamp certificate chain: PrevalidCertPath by 'SKQESigRules, SkQESealRules, SKQESig-MQCRules, QESigRules,
QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: CPB: Configuration file loaded 2021-05-26T09:21:42+02:00

Message: Validation of SignatureTimeStamp[0], Token[0] is valid. TimeStamp time 9.6.2015 14:38:47.929. - 146,3367 ms

Message: Verification Level B started.

Message: Validation context ‘default' for time '9. 6. 2015 14:38:47": VALID - 0,1856 ms.

Message: Verification of required elements:

Message: Verification of required elements ended with status: VALID

Message: Signature certificate: VALID - 0,0004 ms.

Message: Verification of signature value:

Message: Document references verification:

Message: Reference 'Referencesignatureld0SignedProperties' with URI *#signatureld0SignedProperties' - enveloping

Message: Reference 'Reference_74ec5f95-el1a0-4bec-b3b6-6c7b4d9e0291' with URI ‘objectldTxt.txt' - detached

Message: Reference 'Reference_8f9eabal-036b-46c5-9fa7-7342decale8e’ with URI 'objectldPng.png' - detached
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Message: Reference 'Reference_907a4d64-bb3d-4d43-bcOe-7812e6192d58" with URI ‘objectldPdf.pdf' - detached
Message: Reference 'Reference_55d67641-692c-4c49-97f5-031e764a5672" with URI ‘objectldXml.xml' - detached
Message: Reference 'ReferencesignatureldOSignatureProperties’ with URI ‘#signatureldOSignatureProperties' - enveloping
Message: Reference 'ReferencesignatureldOKeylInfo' with URI ‘#signatureldOKeylnfo' - enveloping
Message: Document references verification ended with status: 7 item(s) VALID
Message: Document SignatureValue verification:
Message: Document SignatureValue verification ended with status: VALID
Message: Verification of signature value ended with status: VALID - 68,6391 ms
Message: Additional signature processing:
Message: Additional signature processing ended with status: VALID - 3,7868 ms
Message: Verification of signature certificate with certRulesSets: SKQESigRules:
Message: Verification of certificate chain with time: 2015-06-09T16:38:47+02:00 and EitherCheck (Revocation data validation time: 2015-06-
10T19:00:00+02:00) ...
Message: Using signature policy ‘default2013-2017*
Message: Certificate (1) 'CN=Ing. Michal Pavlik, GIVENNAME=Michal, SURNAME=Pavlik,C=SK,SERIALNUMBER=PNOSK 8701137533'
is Valid by 'SkQESigRules, QESigRules, AJESig-QCRules, AJESigRules, OtherSigSealRules'.
Message: CRL with number='4705' says: Valid
Message: OCSP: 516 - Set of OCSP responses is empty.
Message: Certificate (2) 'C=SK,L=Bratislava,0=Disig a.s.,0U=ACA-307-2007-2,CN=CA Disig' is Trusted by 'SKQESigRules,
SkQESealRules, SkQESig-MQCRules, QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.
Message: Verification of certificate chain: ValidCertPath by 'SKQESigRules, QESigRules, AJESig-QCRules, AdESigRules, OtherSigSealRules'.
Message: CPB: Configuration file loaded 2021-05-26T09:21:42+02:00
Message: Verification of signature certificate ended with status: VALID - 53,2689 ms
Message: Verification Level B ended with status: VALID

Message:Verification Level T VALID
Identification: signatureld0

Nazov vzorky 3 T T.asice

Popis vzorky Platna vzorka s viacnasobnou platnou peciatkou.
Cas overenia 12.6.2015 5:00:00

Vstupné revokacné udaje kcanbusr3_12296.crl, aca2_disig_4719.crl, dtctsa.crl
MainIndication VALID

Sublindication VALID

AssociatedInfo

AuditLog

Identification: signatureld2

Message:Get complete certificate values add: O certificate(s). Number of input certificates: 0 - 0,0559 ms.

Message:Get complete revocation values add: 0 CRL value(s) and 0 Ocsp value(s). Number of input CRL: 3, OCSP: 0. - 0,0238 ms.
Message:Verification Level T started.

Message:  Validation context 'default’ for time '12. 6. 2015 5:00:00": VALID - 0,1755 ms.

Message:  Validation of SignatureTimeStamp[1], Token[0]:

Message: Time stamp token data: VALID

Message: Get time stamp validation data: O certificate(s), 0 CRL(s) and 0 Ocsp response(s). - 0,1045 ms.

Message: Verification of time stamp certificate chain with time: 2015-06-12T07:00:00+02:00 and EitherCheck ...

Message: Using signature policy ‘default2013-2017'

Message: Certificate (1) 'C=SK,O=Ditec\, a.s.,CN=TS Signer' is Prevalid by 'SKkQESigRules, SkQESealRules, SkQESig-MQCRules,
QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules, AJESigRules, AdESealRules, OtherSigSealRules'.

Message: CRL with number="1' says: Prevalid

Message: OCSP: 511 - Set of OCSP responses is empty.

Message: Certificate (2) 'C=SK,0=Ditec\, a.s.,CN=DTC TSA' is Trusted by 'SkQESigRules, SkQESealRules, SkQESig-MQCRules,
QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules, AJESigRules, AdESealRules, OtherSigSealRules'.

Message: Verification of time stamp certificate chain: PrevalidCertPath by 'SKQESigRules, SkQESealRules, SkQESig-MQCRules, QESigRules,
QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message:  Validation of SignatureTimeStamp[1], Token[0] is valid. TimeStamp time 10.6.2015 13:04:48.219. - 27,392 ms
Message:  Validation of SignatureTimeStamp[0], Token[0]:

Message: Time stamp token data: VALID

Message: Get time stamp validation data: O certificate(s), 0 CRL(s) and 0 Ocsp response(s). - 0,101 ms.

Message: Verification of time stamp certificate chain with time: 2015-06-12T07:00:00+02:00 and EitherCheck ...

Message: Using signature policy ‘default2013-2017'

Message: Certificate (1) 'C=SK,O=Ditec\, a.s.,CN=TS Signer' is Prevalid by 'SKQESigRules, SkQESealRules, SkQESig-MQCRules,
QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: CRL with number="1' says: Prevalid

Message: OCSP: 511 - Set of OCSP responses is empty.
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Message: Certificate (2) 'C=SK,0=Ditec\, a.s.,CN=DTC TSA' is Trusted by 'SkQESigRules, SkQESealRules, SkQESig-MQCRules,
QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules, AJESigRules, AdESealRules, OtherSigSealRules'.
Message: Verification of time stamp certificate chain: PrevalidCertPath by 'SKQESigRules, SkQESealRules, SKQESig-MQCRules, QESigRules,
QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.
Message: CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message:  Validation of SignatureTimeStamp[0], Token[0] is valid. TimeStamp time 11.6.2015 13:20:42.567. - 28,6729 ms
Message:  Verification Level B started.

Message: Validation context 'default’ for time '10. 6. 2015 13:04:48": VALID - 0,1736 ms.

Message: Verification of required elements:

Message: Verification of required elements ended with status: VALID

Message: Signature certificate: VALID - 0,0003 ms.

Message: Verification of signature value:

Message: Document references verification:

Message: Reference 'Referencesignatureld2SignedProperties' with URI '#signatureld2SignedProperties' - enveloping
Message: Reference 'Reference_ccd5c7c6-1904-412f-aacc-264c32d86db7' with URI ‘objectldPdf.pdf - detached

Message: Reference 'Referencesignatureld2SignatureProperties’ with URI '#signatureld2SignatureProperties' - enveloping
Message: Reference 'Referencesignatureld2KeyInfo' with URI ‘#signatureld2KeyInfo' - enveloping

Message: Document references verification ended with status: 4 item(s) VALID

Message: Document SignatureValue verification:

Message: Document SignatureValue verification ended with status: VALID

Message: Verification of signature value ended with status: VALID - 32,3399 ms

Message: Additional signature processing:

Message: Additional signature processing ended with status: VALID - 0,0476 ms

Message: Verification of signature certificate:

Message: Verification of certificate chain with time: 2015-06-10T15:04:48+02:00 and EitherCheck (Revocation data validation time: 2015-
06-12T07:00:00+02:00) ...

Message: Using signature policy ‘default2013-2017"

Message: Certificate (1) 'CN=Ing. Michal Pavlik, GIVENNAME=Michal, SURNAME=Pavlik,C=SK,SERIALNUMBER=PNOSK
8701137533 is Valid by 'SkQESigRules, QESigRules, AdESig-QCRules, AdESigRules, OtherSigSealRules'.

Message: CRL with number='4719' says: Valid

Message: OCSP: 516 - Set of OCSP responses is empty.

Message: Certificate (2) 'C=SK,L=Bratislava,O=Disig a.s.,OU=ACA-307-2007-2,CN=CA Disig' is Trusted by 'SkQESigRules,
SkQESealRules, SkQESig-MQCRules, QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: Verification of certificate chain: ValidCertPath by 'SKQESigRules, QESigRules, AdESig-QCRules, AdESigRules,
OtherSigSealRules'.

Message: CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message: Verification of signature certificate ended with status: VALID - 46,8165 ms

Message:  Verification Level B ended with status: VALID
Message:Verification Level T VALID
Identification: signatureld2

Nazov vzorky T_final\Signature-X-HU_POL-1.xml

Popis vzorky Neplatna vzorka s platnou peciatkou, ziskana z ETSI
XAdES-Plugtest. Nie je to ASIC, len XML. V podpise
je pouzity identifikator SignaturePolicyDefault, pre
nase overenie ho volajuca aplikacia ,preklada“ ako
default (zada sa vstupna SigPolicy).

Cas overenia 20.6.2015 5:00:00

Vstupné revokacné udaje

Vstupné udaje pre SigPolicy | default

MainIndication INDETERMINATE

Sublndication TRY_LATER

AssociatedInfo

AuditLog

Identification: Signature-1

Message:Get complete certificate values add: O certificate(s). Number of input certificates: 0 - 0,0682 ms.

Message:Get complete revocation values add: 0 CRL value(s) and 0 Ocsp value(s). Number of input CRL: 0, OCSP: 0. - 0,0281 ms.
Message:Verification Level T started.

Message:  Validation context ‘default' for time '20. 6. 2015 5:00:00": VALID - 0,1805 ms.

Message:  Validation of SignatureTimeStamp[0], Token[O]:

Message: Time stamp token data: VALID
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Message: Get time stamp validation data: O certificate(s), 0 CRL(s) and 0 Ocsp response(s). - 0,1264 ms.
Message: Verification of time stamp certificate chain with time: 2015-06-20T07:00:00+02:00 and EitherCheck ...
Message: Using signature policy ‘default2013-2017"
Message: Certificate (1) 'C=HU,L=Budapest,0=Microsec Ltd.,CN=Qualified e-Szigno TSA 2014 03,E=info@e-szigno.hu' is Trusted by
'QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.
Message: Verification of time stamp certificate chain: ValidCertPath by 'QESigRules, QESealRules, AdESig-QCRules, AdESeal-QCRules, AdESigRules,
AdESealRules, OtherSigSealRules'.
Message: CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message:  Validation of SignatureTimeStamp[0], Token[0] is valid. TimeStamp time 5.11.2014 12:03:15.000. - 24,2027 ms
Message:  Verification Level B started.

Message: Validation context ‘default’ for time '5. 11. 2014 12:03:15": VALID - 0,175 ms.

Message: Verification of required elements:

Message: Verification of required elements ended with status: VALID

Message: Signature certificate: VALID - 0,0002 ms.

Message: Verification of signature value:

Message: Document references verification:

Message: Reference 'Signature-1__Reference-1' with URI '#Signature-1__SignedProperties-1' - enveloping

Message: Reference 'Signature-1__Reference-2' with URI '#Signature-1__Object-2' - enveloping

Message: Document references verification ended with status: 2 item(s) VALID

Message: Document SignatureValue verification:

Message: Document SignatureValue verification ended with status: VALID

Message: Verification of signature value ended with status: VALID - 24,727 ms

Message: Additional signature processing:

Message: Additional signature processing ended with status: VALID - 0,0649 ms

Message: Verification of signature certificate:

Message: Verification of certificate chain with time: 2014-11-05T13:03:15+01:00 and EitherCheck (Revocation data validation time: 2015-
06-20T07:00:00+02:00) ...

Message: Using signature policy ‘default2013-2017"

Message: Certificate (1) 'C=HU,L=Budapest,0=POLYSYS Kft.,T=TESZT TANUSITVANY,SERIALNUMBER=D020140307-
1D02,CN=POLYSYS Kft.,PostalCode=1162,STREET=Margithaza u. 1.' is Unknown by 'AdESeal-QCRules, OtherSigSealRules'.

Message: Certificate  (2) 'C=HU,L=Budapest,0=NISZ Nemzeti Infokommunikaciés Szolgaltat6 Zrt.,CN=Mindsitett

Kozigazgatasi Tanusitvanykiadd - GOV CA' is Trusted by 'QESigRules, QESealRules, AdESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules,
OtherSigSealRules'.

ERROR : Verification of certificate chain: INDETERMINATE, TRY_LATER (Error in step - Identifying competent CRL or OCSP response)
Message: CPB: Configuration file loaded 2021-06-14T15:06:30+02:00
Message: Verification of signature certificate ended with status: INDETERMINATE, TRY_LATER (Error in step - Identifying competent CRL or OCSP

response) - 38,9849 ms

Message:  Verification Level B ended with status: INDETERMINATE, TRY_LATER (Error in step - Identifying competent CRL or OCSP response)
Message:Verification Level T INDETERMINATE, TRY_LATER (Error in step - Identifying competent CRL or OCSP response)

Identification: Signature-1

3.1.5.3. LevelLT

Nazov vzorky LT_final\Signature-A-HU_POL-2.asice

Popis vzorky Platna vzorka, no overenie je vykonané ku ¢asu, kde
validacné udaje uz exspirovali.

Cas overenia 20.6.2015 5:00:00

Vstupné revokacné udaje

Mainindication INDETERMINATE

Sublndication OUT_OF_BOUNDS_NO_POE

AssociatedInfo

AuditLog

Identification: Signature-1

Message:Get complete certificate values add: 3 certificate(s). - 0,1092 ms.

Message:Get complete revocation values add: 0 CRL value(s) and 3 Ocsp value(s). - 0,1009 ms.
Message:Verification Level LT started.

Message:  Verification Level T started.

Message: Validation context ‘default' for time '20. 6. 2015 5:00:00": VALID - 0,1763 ms.

Message: Validation of SignatureTimeStamp[0], Token][0]:

Message: Time stamp token data: VALID

Message: Get time stamp validation data: O certificate(s), 0 CRL(s) and 0 Ocsp response(s). - 0,1181 ms.
Message: Verification of time stamp certificate chain with time: 2015-06-20T07:00:00+02:00 and EitherCheck ...
Message: Using signature policy ‘default2013-2017"
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Message: Certificate (1) 'C=HU,L=Budapest,0=Microsec Ltd.,CN=Qualified e-Szigno TSA 2014 02,E=info@e-szigno.hu' is
Trusted by 'QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.
Message: Verification of time stamp certificate chain: ValidCertPath by '‘QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules,
AdESigRules, AdESealRules, OtherSigSealRules'.
Message: CPB: Configuration file loaded 2021-06-14T15:06:30+02:00
Message: Validation of SignatureTimeStamp[0], Token[0] is valid. TimeStamp time 5.11.2014 12:14:45.000. - 25,2819 ms
Message: Verification Level B started.
Message: Validation context 'default' for time '5. 11. 2014 12:14:45'": VALID - 0,204 ms.
Message: Verification of required elements:
Message: Verification of required elements ended with status: VALID
Message: Signature certificate: VALID - 0,0003 ms.
Message: Verification of signature value:
Message: Document references verification:
Message: Reference 'Signature-1__Reference-1' with URI ‘#Signature-1__SignedProperties-1' - enveloping
Message: Reference 'Signature-1__Reference-2' with URI 'tobesigned.txt' - detached
Message: Reference 'Signature-1__Reference-3' with URI 'aaa.pdf' - detached
Message: Document references verification ended with status: 3 item(s) VALID
Message: Document SignatureValue verification:
Message: Document SignatureValue verification ended with status: VALID
Message: Verification of signature value ended with status: VALID - 20,079 ms
Message: Additional signature processing:
Message: Additional signature processing ended with status: VALID - 0,0758 ms
Message: Verification of signature certificate:
Message: Verification of certificate chain with time: 2014-11-05T13:14:45+01:00 and EitherCheck (Revocation data validation
time: 2015-06-20T07:00:00+02:00) ...
Message: Using signature policy ‘default2013-2017"
Message: Certificate (1) ‘C=HU,L=Budapest,0=POLYSYS Kft., T=TESZT

TANUSITVANY,SERIALNUMBER=D020140307-1D02,CN=POLYSYS Kft.,PostalCode=1162,STREET=Margithaza u. 1.' : 430 - Error in step - Checking of revocation
information validity

Message: CRL: 516 - Set of CRLs is empty.

Message: OCSP: 430 - Failure during of validating of OCSP response signing certificate chain:
Certificate has expired or is not yet valid (Certificate is valid until 2014-11-06T06:50:19+01:00.)

Message: Certificate (2) 'C=HU,L=Budapest,0=NISZ Nemzeti Infokommunikaciés Szolgaltatd Zrt., CN=Mind&sitett

Koézigazgatasi Tanusitvanykiadé - GOV CA' is Trusted by 'QESigRules, QESealRules, AdESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules,
OtherSigSealRules'.

ERROR : Verification of certificate chain: INDETERMINATE, OUT_OF_BOUNDS_NO_POE (Certificate
'C=HU,L=Budapest,0=POLYSYS Kft., T=TESZT TANUSITVANY,SERIALNUMBER=D020140307-1DO2,CN=POLYSYS Kft.,PostalCode=1162,STREET=Margithdza u.
1.": Error in step - Checking of revocation information validity)

Message: CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message: Verification of signature certificate ended with status: INDETERMINATE, OUT_OF_BOUNDS_NO_POE (Certificate
'C=HU,L=Budapest,0=POLYSYS Kft., T=TESZT TANUSITVANY,SERIALNUMBER=D020140307-1DO2,CN=POLYSYS Kft.,PostalCode=1162,STREET=Margithaza u.
1.": Error in step - Checking of revocation information validity) - 42,859 ms

Message: . Verification Level B ended with status: INDETERMINATE, OUT_OF_BOUNDS_NO_POE (Certificate 'C=HU,L=Budapest,0=POLYSYS
Kft., T=TESZT TANUSITVANY,SERIALNUMBER=D020140307-1D0O2,CN=POLYSYS Kft.,PostalCode=1162,STREET=Margithdza u. 1.: Error in step - Checking of
revocation information validity)

Message: Verification Level T INDETERMINATE, OUT_OF_BOUNDS_NO_POE (Certificate '‘C=HU,L=Budapest,0=POLYSYS Kft.,, T=TESZT
TANUSITVANY,SERIALNUMBER=D020140307-1D02,CN=POLYSYS Kft. PostalCode=1162,STREET=Margithaza u. 1. Error in step - Checking of revocation
information validity)

Message:Verification Level LT INDETERMINATE, OUT_OF_BOUNDS_NO_POE (Certificate 'C=HU,L=Budapest,0=POLYSYS Kft., T=TESZT
TANUSITVANY,SERIALNUMBER=D020140307-1D02,CN=POLYSYS Kft.,PostalCode=1162,STREET=Margithdza u. 1.: Error in step - Checking of revocation
information validity)

Identification: Signature-1

Nazov vzorky LT _final\Signature-A-HU_POL-2.asice

Popis vzorky Platna vzorka (identicka s predoslym pripadom), no
Cas overenia je v intervale platnosti validacnych dat.

Cas overenia 6.11.2014 4:00:00

Vstupné revokacné udaje

Mainindication VALID

Sublndication VALID

AssociatedInfo

AuditLog

Identification: Signature-1

Message:Get complete certificate values add: 3 certificate(s). - 0,1094 ms.

Message:Get complete revocation values add: 0 CRL value(s) and 3 Ocsp value(s). - 0,0966 ms.
Message:Verification Level LT started.

Message:  Verification Level T started.
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Message: Validation context ‘default’ for time '6. 11. 2014 4:00:00": VALID - 0,1731 ms.
Message: Validation of SignatureTimeStamp([0], Token[O]:
Message: Time stamp token data: VALID
Message: Get time stamp validation data: O certificate(s), 0 CRL(s) and 0 Ocsp response(s). - 0,1197 ms.
Message: Verification of time stamp certificate chain with time: 2014-11-06T05:00:00+01:00 and EitherCheck ...
Message: Using signature policy ‘default2013-2017'
Message: Certificate (1) 'C=HU,L=Budapest,0=Microsec Ltd.,CN=Qualified e-Szigno TSA 2014 02,E=info@e-szigno.hu' is
Trusted by 'QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.
Message: Verification of time stamp certificate chain: ValidCertPath by 'QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules,
AdESigRules, AdESealRules, OtherSigSealRules'.
Message: CPB: Configuration file loaded 2021-06-14T15:06:30+02:00
Message: Validation of SignatureTimeStamp([0], Token[0] is valid. TimeStamp time 5.11.2014 12:14:45.000. - 25,4162 ms
Message: Verification Level B started.
Message: Validation context ‘default' for time '5. 11. 2014 12:14:45": VALID - 0,1814 ms.
Message: Verification of required elements:
Message: Verification of required elements ended with status: VALID
Message: Signature certificate: VALID - 0,0003 ms.
Message: Verification of signature value:
Message: Document references verification:
Message: Reference 'Signature-1__Reference-1' with URI '#Signature-1__SignedProperties-1' - enveloping
Message: Reference 'Signature-1__Reference-2' with URI 'tobesigned.txt' - detached
Message: Reference 'Signature-1__Reference-3' with URI 'aaa.pdf' - detached
Message: Document references verification ended with status: 3 item(s) VALID
Message: Document SignatureValue verification:
Message: Document SignatureValue verification ended with status: VALID
Message: Verification of signature value ended with status: VALID - 16,6451 ms
Message: Additional signature processing:
Message: Additional signature processing ended with status: VALID - 0,0708 ms
Message: Verification of signature certificate:
Message: Verification of certificate chain with time: 2014-11-05T13:14:45+01:00 and EitherCheck (Revocation data validation
time: 2014-11-06T05:00:00+01:00) ..
Message: Using signature policy ‘default2013-2017'
Message: Certificate (1) 'C=HU,L=Budapest,0=POLYSYS Kft.,, T=TESZT

TANUSITVANY,SERIALNUMBER=D020140307-1DO2,CN=POLYSYS  Kft.,PostalCode=1162,STREET=Margithdza u. 1. is Valid by 'AdESeal-QCRules,
OtherSigSealRules'.

Message: CRL: 516 - Set of CRLs is empty.
Message: OCSP producedAt='5. 11. 2014 12:14:46' says: Valid
Message: Certificate (2) 'C=HU,L=Budapest,0=NISZ Nemzeti Infokommunikaciés Szolgaltatd Zrt., CN=Mind&sitett

Koézigazgatasi Tanusitvanykiadé - GOV CA' is Trusted by 'QESigRules, QESealRules, AdESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules,
OtherSigSealRules'.

Message: Certificate (3) 'C=HU,L=Budapest,0=NISZ Nemzeti Infokommunikaciés Szolgaltaté Zrt., CN=Mind&sitett
Kozigazgatasi OCSP Tanusitvany OCSP1 — Kormanyzati Hitelesités Szolgaltaté' is Unknown by 'QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules,
AdESigRules, AdESealRules, OtherSigSealRules'.

Message: Verification of certificate chain: ValidCertPath by 'AdESeal-QCRules, OtherSigSealRules'.
Message: CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message: Verification of signature certificate ended with status: VALID - 47,7388 ms

Message: Verification Level B ended with status: VALID

Message:  Verification Level T VALID
Message:Verification Level LT VALID
Identification: Signature-1

3.1.5.4. LevelLTA

Nazov vzorky 1 T A 2018.asice

Popis vzorky Platna vzorka, Standardny pripad.

Cas overenia 9.08.2018, 13:00

Vstupné revokacné udaje

Mainindication VALID
Sublndication VALID
AssociatedInfo

AuditLog

Identification: signatureldO

Message:Verification Level LTA started.

Message:Validation context 'default’ for time '9. 8. 2018 12:00:00": VALID - 0,3849 ms.
Message:Validation of ArchiveTimeStamp[0], Token[0]:
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Message:  Get complete certificate values add: O certificate(s). - 0,0813 ms.

Message:  Get complete revocation values add: 2 CRL value(s) and 0 Ocsp value(s). - 0,144 ms.

Message:  Time stamp token data: VALID

Message:  Get time stamp validation data: O certificate(s), 0 CRL(s) and 0 Ocsp response(s). - 0,1097 ms.
Message:  Verification of time stamp certificate chain with time: 2018-08-09T14:00:00+02:00 and EitherCheck ...

Message: Using signature policy 'default2017-2024'

Message: Certificate (1) 'C=SK,0O=Ditec\, a.s.,CN=TS Signer' is Prevalid by 'SkQESigRules, SkQESealRules, SkQESig-MQCRules, QESigRules,
QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: CRL with number="1' says: Prevalid

Message: OCSP: 511 - Set of OCSP responses is empty.

Message: Certificate (2) 'C=SK,O=Ditec\, a.s.,CN=DTC TSA' is Trusted by 'SkQESigRules, SkQESealRules, SkQESig-MQCRules, QESigRules,

QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message:  Verification of time stamp certificate chain: PrevalidCertPath by 'SKQESigRules, SkQESealRules, SkKQESig-MQCRules, QESigRules, QESealRules, AJESig-
QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message:  CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message:Validation of ArchiveTimeStamp[0], Token[0] is valid. TimeStamp time 9.8.2018 11:57:58.870. - 97,9473 ms
Message:Get complete certificate values add: 0 certificate(s). - 0,0999 ms.

Message:Get complete revocation values add: 2 CRL value(s) and 0 Ocsp value(s). - 0,1418 ms.
Message:Verification Level T started.

Message: Validation context 'default' for time '9. 8. 2018 11:57:58": VALID - 0,3539 ms.

Message:  Validation of SignatureTimeStamp[0], Token[0]:

Message: Time stamp token data: VALID

Message: Get time stamp validation data: O certificate(s), 0 CRL(s) and 0 Ocsp response(s). - 0,1024 ms.

Message: Verification of time stamp certificate chain with time: 2018-08-09T13:57:58+02:00 and EitherCheck ...

Message: Using signature policy ‘default2017-2024'

Message: Certificate (1) 'C=SK,0O=Ditec\, a.s.,CN=TS Signer' is Prevalid by 'SKQESigRules, SkQESealRules, SkQESig-MQCRules,
QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: CRL with number="1' says: Prevalid

Message: OCSP: 73 - Set of OCSP responses is empty.

Message: Certificate (2) 'C=SK,O=Ditec\, a.s.,CN=DTC TSA' is Trusted by 'SKQESigRules, SkQESealRules, SkQESig-MQCRules,
QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: Verification of time stamp certificate chain: PrevalidCertPath by 'SKkQESigRules, SkQESealRules, SkQESig-MQCRules, QESigRules,
QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message:  Validation of SignatureTimeStamp[0], Token[0] is valid. TimeStamp time 9.6.2015 14:38:47.929. - 45,5255 ms
Message:  Verification Level B started.

Message: Validation context ‘default' for time '9. 6. 2015 14:38:47': VALID - 0,1773 ms.

Message: Verification of required elements:

Message: Verification of required elements ended with status: VALID

Message: Signature certificate: VALID - 0,0003 ms.

Message: Verification of signature value:

Message: Document references verification:

Message: Reference ‘Referencesignatureld0SignedProperties' with URI ‘#signatureld0SignedProperties' - enveloping
Message: Reference 'Reference_74ec5f95-ela0-4bec-b3b6-6¢c7b4d9e0291" with URI ‘objectldTxt.txt' - detached

Message: Reference 'Reference_8f9eabal-036b-46c5-9fa7-7342decale8e’ with URI 'objectldPng.png’ - detached

Message: Reference 'Reference_907a4d64-bb3d-4d43-bcOe-7812e6192d58' with URI ‘objectldPdf.pdf' - detached

Message: Reference 'Reference_55d67641-692c-4c49-97f5-031e764a5672" with URI 'objectidXml.xml’ - detached

Message: Reference 'Referencesignatureld0SignatureProperties' with URI ‘#signatureld0SignatureProperties' - enveloping
Message: Reference 'ReferencesignatureldOKeyInfo' with URI ‘#signatureldOKeyInfo' - enveloping

Message: Document references verification ended with status: 7 item(s) VALID

Message: Document SignatureValue verification:

Message: Document SignatureValue verification ended with status: VALID

Message: Verification of signature value ended with status: VALID - 52,965 ms

Message: Additional signature processing:

Message: Additional signature processing ended with status: VALID - 0,0695 ms

Message: Verification of signature certificate:

Message: Verification of certificate chain with time: 2015-06-09T16:38:47+02:00 and EitherCheck (Revocation data validation time: 2018-
08-09T13:57:58+02:00) ...

Message: Using signature policy ‘default2013-2017"

Message: Certificate (1) 'CN=Ing. Michal Pavlik, GIVENNAME=Michal, SURNAME=Pavlik,C=SK,SERIALNUMBER=PNOSK
8701137533' is Valid by 'SkQESigRules, QESigRules, AJESig-QCRules, AdESigRules, OtherSigSealRules'.

Message: CRL with number='4705' says: Valid

Message: OCSP: 516 - Set of OCSP responses is empty.

Message: Certificate (2) 'C=SK,L=Bratislava,O=Disig a.s.,OU=ACA-307-2007-2,CN=CA Disig' is Trusted by 'SkQESigRules,
SkQESealRules, SKQESig-MQCRules, QESigRules, QESealRules, AdESig-QCRules, AdESeal-QCRules, AJESigRules, AdESealRules, OtherSigSealRules'.

Message: Verification of certificate chain: ValidCertPath by 'SKQESigRules, QESigRules, AdESig-QCRules, AdESigRules,
OtherSigSealRules'.

Message: CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message: Verification of signature certificate ended with status: VALID - 52,1908 ms

Message:  Verification Level B ended with status: VALID
Message:Verification Level T VALID

Message:Verification Level LTA VALID

Identification: signatureld0
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Nazov vzorky 2 Tdtca T1 T2 Al A2 Al A2.asice

Popis vzorky Platna vzorka, rézne kombinacie pecdiatok na
podpisoch.

Cas overenia 29.9.2015, 10:00

Vstupné revokacné udaje

Mainindication VALID
Sublndication VALID
AssociatedInfo

AuditLog

Identification: signatureld2

Message:Verification Level LTA started.

Message:Validation context 'default’ for time '29. 9. 2015 10:00:00": VALID - 0,2107 ms.

Message:Validation of ArchiveTimeStamp[1], Token[0]:

Message:  Get complete certificate values add: O certificate(s). - 0,0445 ms.

Message:  Get complete revocation values add: 2 CRL value(s) and 0 Ocsp value(s). - 0,149 ms.

Message:  Time stamp token data: VALID

Message:  Get time stamp validation data: O certificate(s), 0 CRL(s) and 0 Ocsp response(s). - 0,203 ms.
Message:  Verification of time stamp certificate chain with time: 2015-09-29T12:00:00+02:00 and EitherCheck ...
Message: Using signature policy 'default2013-2017"

Message: Certificate (1) 'C=CZ,CN=I.CA - Time Stamping Authority\, TSS/TSU 1\, 11/2013,0=Prvni certifikacni autorita\, a.s.,OU=I.CA - Accredited
Provider of Certification Services' is Trusted by 'SKQESigRules, SkQESealRules, SkQESig-MQCRules, QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules,
AdESigRules, AdESealRules, OtherSigSealRules'.

Message:  Verification of time stamp certificate chain: ValidCertPath by 'SKQESigRules, SkQESealRules, SKQESig-MQCRules, QESigRules, QESealRules, AJESig-
QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message:  CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message:Validation of ArchiveTimeStamp[1], Token[0] is valid. TimeStamp time 25.9.2015 13:23:16.861. - 93,5961 ms
Message:Validation context 'default’ for time '25. 9. 2015 13:23:16": VALID - 0,1759 ms.

Message:Validation of ArchiveTimeStamp[0], Token[0]:

Message:  Get complete certificate values add: O certificate(s). - 0,0522 ms.

Message:  Get complete revocation values add: 2 CRL value(s) and 0 Ocsp value(s). - 0,1561 ms.

Message:  Time stamp token data: VALID

Message:  Get time stamp validation data: O certificate(s), 0 CRL(s) and 0 Ocsp response(s). - 0,1782 ms.

Message: Verification of time stamp certificate chain with time: 2015-09-25T15:23:16+02:00 and EitherCheck ...
Message: Using signature policy 'default2013-2017"

Message: Certificate (1) 'C=CZ,CN=I.CA - Time Stamping Authority\, TSS/TSU 2\, 11/2013,0=Prvni certifika¢ni autorita\, a.s.,OU=I.CA - Accredited
Provider of Certification Services' is Trusted by 'SkQESigRules, SkQESealRules, SkKQESig-MQCRules, QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules,
AdESigRules, AdESealRules, OtherSigSealRules'.

Message:  Verification of time stamp certificate chain: ValidCertPath by 'SKQESigRules, SkQESealRules, SKQESig-MQCRules, QESigRules, QESealRules, AJESig-
QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message:  CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message:Validation of ArchiveTimeStamp[0], Token[0] is valid. TimeStamp time 22.9.2015 14:09:35.422. - 89,7641 ms
Message:Get complete certificate values add: 0 certificate(s). - 0,0851 ms.

Message:Get complete revocation values add: 2 CRL value(s) and 0 Ocsp value(s). - 0,1514 ms.

Message:Verification Level T started.

Message:  Validation context ‘default' for time '22. 9. 2015 14:09:35" VALID - 0,1665 ms.

Message:  Validation of SignatureTimeStamp[1], Token|[0]:

Message: Time stamp token data: VALID

Message: Get time stamp validation data: O certificate(s), 0 CRL(s) and 0 Ocsp response(s). - 0,1046 ms.

Message: Verification of time stamp certificate chain with time: 2015-09-22T16:09:35+02:00 and EitherCheck ...

Message: Using signature policy ‘default2013-2017*

Message: Certificate (1) 'C=SK,O=Ditec\, a.s.,CN=TS Signer' is Unknown by 'SKQESigRules, SkQESealRules, SkQESig-MQCRules,
QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: Certificate (2) 'C=SK,O=Ditec\, a.s.,CN=DTC TSA' is Trusted by 'SkQESigRules, SkQESealRules, SkQESig-MQCRules,
QESigRules, QESealRules, ADESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

ERROR : Verification of time stamp certificate chain: INVALID, GENERIC (73: Error in step - Identifying competent CRL or OCSP response)

Message: CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

ERROR : Token error: INVALID, GENERIC (73: Error in step - Identifying competent CRL or OCSP response)

Message:  Validation of SignatureTimeStamp[1], Token[0] ended with status: INVALID, GENERIC (73: Error in step - Identifying competent CRL or OCSP response) -
24,1136 ms

Message:  Validation of SignatureTimeStamp[0], Token|[0]:

Message: Time stamp token data: VALID

Message: Get time stamp validation data: O certificate(s), 0 CRL(s) and 0 Ocsp response(s). - 0,1848 ms.
Message: Verification of time stamp certificate chain with time: 2015-09-22T16:09:35+02:00 and EitherCheck ...
Message: Using signature policy ‘default2013-2017"
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Message: Certificate (1) 'C=CZ,CN=I.CA - Time Stamping Authority\, TSS/TSU 2\, 11/2013,0=Prvni certifikacni autorita\, a.s.,OU=I.CA -

Accredited Provider of Certification Services' is Trusted by 'SKQESigRules, SkQESealRules, SkQESig-MQCRules, QESigRules, QESealRules, AdESig-QCRules,
AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: Verification of time stamp certificate chain: ValidCertPath by 'SKQESigRules, SkQESealRules, SkQESig-MQCRules, QESigRules,
QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message:  Validation of SignatureTimeStamp[0], Token[0] is valid. TimeStamp time 21.9.2015 13:49:48.319. - 24,8755 ms

Message:  Verification Level B started.

Message: Validation context 'default’ for time '21. 9. 2015 13:49:48": VALID - 0,1791 ms.

Message: Verification of required elements:

Message: Verification of required elements ended with status: VALID

Message: Signature certificate: VALID - 0,0002 ms.

Message: Verification of signature value:

Message: Document references verification:

Message: Reference 'Referencesignatureld2SignedProperties' with URI ‘#signatureld2SignedProperties’ - enveloping
Message: Reference 'Reference_ccd5c7c6-1904-412f-aacc-264c32d86db7' with URI ‘objectldPdf.pdf' - detached
Message: Reference 'Referencesignatureld2SignatureProperties' with URI '#signatureld2SignatureProperties' - enveloping
Message: Reference 'Referencesignatureld2KeyInfo' with URI ‘#signatureld2KeylInfo' - enveloping

Message: Document references verification ended with status: 4 item(s) VALID

Message: Document SignatureValue verification:

Message: Document SignatureValue verification ended with status: VALID

Message: Verification of signature value ended with status: VALID - 55,7163 ms

Message: Additional signature processing:

Message: Additional signature processing ended with status: VALID - 0,0599 ms

Message: Verification of signature certificate:

Message: Verification of certificate chain with time: 2015-09-21T15:49:48+02:00 and EitherCheck (Revocation data validation time: 2015-
09-22T716:09:35+02:00) ...

Message: Using signature policy ‘default2013-2017'

Message: Certificate (1) 'CN=Ing. Michal Pavlik, GIVENNAME=Michal, SURNAME=Pavlik,C=SK,SERIALNUMBER=PNOSK

8701137533 is Valid by 'SkQESigRules, QESigRules, AdESig-QCRules, AdESigRules, OtherSigSealRules'.

Message: CRL with number='4942" says: Valid
Message: OCSP: 516 - Set of OCSP responses is empty.
Message: Certificate (2) 'C=SK,L=Bratislava,0=Disig a.s.,OU=ACA-307-2007-2,CN=CA Disig' is Trusted by 'SKQESigRules,

SkQESealRules, SkQESig-MQCRules, QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: Verification of certificate chain: ValidCertPath by 'SkQESigRules, QESigRules, AdESig-QCRules, AdESigRules,
OtherSigSealRules'.

Message: CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message: Verification of signature certificate ended with status: VALID - 47,8041 ms

Message:  Verification Level B ended with status: VALID

Message:Verification Level T VALID

Message:Verification Level LTA VALID

Identification: signatureld2

Nazov vzorky 7_TO_Adtca_AO_Adtca.asice

Popis vzorky Platnd vzorka, trikrat prepeciatkova ATS, dvoma

réznymi autoritami.

Cas overenia 29.9.2015, 10:00

Vstupné revokacné udaje

Mainindication VALID
Sublndication VALID
AssociatedInfo

AuditLog

Identification: signatureld4

Message:Verification Level LTA started.

Message:Validation context 'default’ for time '29. 9. 2015 10:00:00': VALID - 0,1712 ms.
Message:Validation of ArchiveTimeStamp[2], Token[0]:

Message:  Get complete certificate values add: O certificate(s). - 0,1432 ms.

Message:  Get complete revocation values add: 6 CRL value(s) and 0 Ocsp value(s). - 0,7243 ms.

Message:  Time stamp token data: VALID

Message:  Get time stamp validation data: O certificate(s), 0 CRL(s) and 0 Ocsp response(s). - 0,135 ms.

Message:  Verification of time stamp certificate chain with time: 2015-09-29T12:00:00+02:00 and EitherCheck ...

Message: Using signature policy 'default2013-2017"

Message: Certificate (1) 'C=SK,0O=Ditec\, a.s.,CN=TS Signer' is Prevalid by 'SkQESigRules, SkQESealRules, SkQESig-MQCRules, QESigRules,

QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.
Message: CRL with number="1' says: Prevalid
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Message: OCSP: 511 - Set of OCSP responses is empty.
Message: Certificate (2) 'C=SK,O=Ditec\, a.s.,CN=DTC TSA' is Trusted by 'SKQESigRules, SkQESealRules, SKkQESig-MQCRules, QESigRules,

QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message:  Verification of time stamp certificate chain: PrevalidCertPath by 'SkQESigRules, SkQESealRules, SKQESig-MQCRules, QESigRules, QESealRules, AJESig-
QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message:  CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message:Validation of ArchiveTimeStamp[2], Token[0] is valid. TimeStamp time 29.9.2015 08:09:23.818. - 193,4297 ms
Message:Validation context 'default’ for time '29. 9. 2015 8:09:23" VALID - 0,1754 ms.

Message:Validation of ArchiveTimeStamp[1], Token[0]:

Message:  Get complete certificate values add: O certificate(s). - 0,1499 ms.

Message:  Get complete revocation values add: 6 CRL value(s) and 0 Ocsp value(s). - 0,7126 ms.

Message:  Time stamp token data: VALID

Message:  Get time stamp validation data: O certificate(s), 0 CRL(s) and 0 Ocsp response(s). - 0,2151 ms.

Message:  Verification of time stamp certificate chain with time: 2015-09-29T10:09:23+02:00 and EitherCheck ...
Message: Using signature policy 'default2013-2017"

Message: Certificate (1) 'C=CZ,CN=I.CA - Time Stamping Authority\, TSS/TSU 1\, 11/2013,0=Prvni certifikani autorita\, a.s.,OU=I.CA - Accredited
Provider of Certification Services' is Trusted by 'SKQESigRules, SkQESealRules, SkQESig-MQCRules, QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules,
AdESigRules, AdESealRules, OtherSigSealRules'.

Message:  Verification of time stamp certificate chain: ValidCertPath by 'SKQESigRules, SkQESealRules, SKQESig-MQCRules, QESigRules, QESealRules, AJESig-
QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message:  CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message:Validation of ArchiveTimeStamp[1], Token[0] is valid. TimeStamp time 25.9.2015 13:21:41.395. - 128,3955 ms
Message:Validation context 'default’ for time '25. 9. 2015 13:21:41": VALID - 0,165 ms.

Message:Validation of ArchiveTimeStamp[0], Token[O]:

Message:  Get complete certificate values add: O certificate(s). - 0,0486 ms.

Message:  Get complete revocation values add: 3 CRL value(s) and 0 Ocsp value(s). - 0,173 ms.

Message:  Time stamp token data: VALID

Message:  Get time stamp validation data: O certificate(s), 0 CRL(s) and 0 Ocsp response(s). - 0,1251 ms.

Message:  Verification of time stamp certificate chain with time: 2015-09-25T15:21:41+02:00 and EitherCheck ...

Message: Using signature policy ‘default2013-2017"

Message: Certificate (1) 'C=SK,O=Ditec\, a.s.,CN=TS Signer' is Prevalid by 'SkQESigRules, SkQESealRules, SkQESig-MQCRules, QESigRules,
QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: CRL with number="1' says: Prevalid

Message: OCSP: 73 - Set of OCSP responses is empty.

Message: Certificate (2) 'C=SK,O=Ditec\, a.s.,CN=DTC TSA' is Trusted by 'SKQESigRules, SkQESealRules, SkQESig-MQCRules, QESigRules,

QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: Verification of time stamp certificate chain: PrevalidCertPath by 'SKkQESigRules, SkQESealRules, SkQESig-MQCRules, QESigRules, QESealRules, AJESig-
QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message:  CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message:Validation of ArchiveTimeStamp[0], Token[0] is valid. TimeStamp time 23.9.2015 09:30:42.147. - 118,5682 ms
Message:Get complete certificate values add: O certificate(s). - 0,0579 ms.

Message:Get complete revocation values add: 2 CRL value(s) and 0 Ocsp value(s). - 0,1524 ms.

Message:Verification Level T started.

Message:  Validation context ‘default' for time '23. 9. 2015 9:30:42": VALID - 0,1661 ms.

Message:  Validation of SignatureTimeStamp[0], Token[0]:

Message: Time stamp token data: VALID

Message: Get time stamp validation data: O certificate(s), 0 CRL(s) and 0 Ocsp response(s). - 0,1847 ms.

Message: Verification of time stamp certificate chain with time: 2015-09-23T11:30:42+02:00 and EitherCheck ...

Message: Using signature policy ‘default2013-2017"

Message: Certificate (1) 'C=CZ,CN=I.CA - Time Stamping Authority\, TSS/TSU 1\, 11/2013,0=Prvni certifikacni autorita\, a.s.,OU=I.CA -

Accredited Provider of Certification Services' is Trusted by 'SKkQESigRules, SkQESealRules, SKkQESig-MQCRules, QESigRules, QESealRules, AdESig-QCRules,
AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

Message: Verification of time stamp certificate chain: ValidCertPath by 'SkQESigRules, SkQESealRules, SkQESig-MQCRules, QESigRules,
QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.
Message: CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message:  Validation of SignatureTimeStamp[0], Token[0] is valid. TimeStamp time 21.9.2015 13:27:17.314. - 24,3276 ms
Message:  Verification Level B started.

Message: Validation context ‘default' for time '21. 9. 2015 13:27:17": VALID - 0,1976 ms.

Message: Verification of required elements:

Message: Verification of required elements ended with status: VALID

Message: Signature certificate: VALID - 0,0003 ms.

Message: Verification of signature value:

Message: Document references verification:

Message: Reference 'Referencesignatureld4SignedProperties' with URI '#signatureld4SignedProperties' - enveloping
Message: Reference 'Reference_442105c1-efaf-45c2-aa2b-56b2f166b8ab' with URI 'objectldXml.xml#containerl’ - detached
Message: Reference 'Referencesignatureld4SignatureProperties' with URI ‘#signatureld4SignatureProperties' - enveloping
Message: Reference 'Referencesignatureld4KeyInfo' with URI ‘#signatureld4KeyInfo' - enveloping

Message: Document references verification ended with status: 4 item(s) VALID

Message: Document SignatureValue verification:

Message: Document SignatureValue verification ended with status: VALID

Message: Verification of signature value ended with status: VALID - 96,4918 ms

Message: Additional signature processing:

Message: Additional signature processing ended with status: VALID - 0,0869 ms

Message: Verification of signature certificate:

Message: Verification of certificate chain with time: 2015-09-21T15:27:17+02:00 and EitherCheck (Revocation data validation time: 2015-

09-23T11:30:42+02:00) ...
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Message: Using signature policy ‘default2013-2017'
Message: Certificate (1) 'CN=Ing. Michal Pavlik, GIVENNAME=Michal, SURNAME=Pavlik,C=SK,SERIALNUMBER=PNOSK
8701137533' is Valid by 'SkQESigRules, QESigRules, AJESig-QCRules, AdESigRules, OtherSigSealRules'.
Message: CRL with number='4942' says: Valid
Message: OCSP: 516 - Set of OCSP responses is empty.
Message: Certificate (2) 'C=SK,L=Bratislava,O=Disig a.s.,OU=ACA-307-2007-2,CN=CA Disig' is Trusted by 'SkQESigRules,
SkQESealRules, SKQESig-MQCRules, QESigRules, QESealRules, AJESig-QCRules, AdESeal-QCRules, AJESigRules, AdESealRules, OtherSigSealRules'.
Message: Verification of certificate chain: ValidCertPath by 'SkQESigRules, QESigRules, AdESig-QCRules, AdESigRules,
OtherSigSealRules'.
Message: CPB: Configuration file loaded 2021-06-14T15:06:30+02:00
Message: Verification of signature certificate ended with status: VALID - 47,0333 ms

Message:  Verification Level B ended with status: VALID
Message:Verification Level T VALID

Message:Verification Level LTA VALID

Identification: signatureld4

Nazov vzorky A_final\Signature-X-BE_ECON-4.xml

Popis vzorky Neplatna vzorka z ETSI plugtestov, ale ATS token-
data je overeny ako Valid — takZze oktetstream je
spocitany korektne, aj ked ATS nie je overeny, kvoli
neznamej CA.

Cas overenia 16.06.2015, 13:00

Vstupné revokacné udaje

Mainindication INDETERMINATE

Sublndication

AssociatedInfo

AuditLog

Identification: xmldsig-64e57648-1988-4147-a2a6-402c64b6a0c2

Message:Verification Level LTA started.

Message:Validation context ‘default' for time '19. 6. 2015 13:00:00": VALID - 0,1671 ms.

Message:Validation of ArchiveTimeStamp[0], Token[0]:

Message:  Get complete certificate values add: O certificate(s). - 0,1322 ms.

Message:  Get complete revocation values add: 4 CRL value(s) and 1 Ocsp value(s). - 0,1321 ms.

Message:  Time stamp token data: VALID

Message:  Get time stamp validation data: O certificate(s), 0 CRL(s) and 0 Ocsp response(s). - 0,1971 ms.

Message:  Verification of time stamp certificate chain with time: 2015-06-19T15:00:00+02:00 and EitherCheck ...

Message: Using signature policy 'default2013-2017"

Message: Certificate (1) 'C=BE,SERIALNUMBER=2014,0=Belgium Federal Government,CN=Time Stamping Authority' is Unknown by 'QESigRules,
QESealRules, AJESig-QCRules, AdESeal-QCRules, AdESigRules, AdESealRules, OtherSigSealRules'.

ERROR : Verification of time stamp certificate chain: INDETERMINATE, NO_CERTIFICATE_CHAIN_FOUND (Missing issuer certificate 'C=BE,CN=Belgium Root CA2'
in certification path.)

Message:  CPB: Configuration file loaded 2021-06-14T15:06:30+02:00

Message:Validation of ArchiveTimeStamp[0], Token[0] ended with status: INDETERMINATE, NO_CERTIFICATE_CHAIN_FOUND (Missing issuer certificate
'C=BE,CN=Belgium Root CA2' in certification path.) - 67,6817 ms

Message:Verification Level LTA INDETERMINATE, NO_CERTIFICATE_CHAIN_FOUND (ATS: Missing issuer certificate 'C=BE,CN=Belgium Root CA2' in certification
path.)

Identification: xmldsig-64e57648-1988-4147-a2a6-402c64b6a0c2

3.2. Integraéné .Net APl komponentu

Pre .Net aplikacie bude modul XadesBP publikovat’
Triedu:

Ditec.Zep.DVerifierSvrXades.DVerifierSvrXadesBP

Metody a premenné:
public DVerifierSvrXadesBP(
string appldentification,
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string signedXml
)

public DVerifierSvrXadesBP(

)

string appldentification,
string signedXml,
string corrldentifier

public DVerifierSvrXadesBP(

)

string appldentification,
byte[] asicFile

public DVerifierSvrXadesBP(

)

string appldentification,
byte[] asicFile,
string corrldentifier

public string GetAuditLog()
public List<Signaturelnformation> GetSignaturelnformation()
public SignatureVerificationOutput VerifySignature(

)

int signatureNumber,

CertPathinfo certPathinfo,

List<string> certRulesSets,
SignaturePolicylnfo signaturePolicylnfo,
DateTime? utcTime = null

public SignatureOctetstreamOutput GetSignatureTimeStampOctetStream(

)

int signatureNumber,
string c14nAlg = c14n

public List<string> GetCompleteCertificateValues(

)

int signatureNumber

public CertPathinfo GetCompleteRevocationValues(

)

int signatureNumber

public SignatureCreationOutput AddSignatureTimeStamp(

Popis API

int signatureNumber,
byte[] tsToken,

string tsCert,

string c14nAlg = c14n
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public SignatureCreationOutput AddValidationData(
int signatureNumber,
CertPathInfo certPathinfo
)
public SignatureOctetstreamOutput GetArchiveTimeStampOctetStream(
int signatureNumber,
CertPathInfo certPathinfo,
string c14nAlg = c14n
)
public SignatureCreationOutput AddArchiveTimeStamp(
int signatureNumber,
byte[] aTsToken,
string aTsCert,
string c14nAlg = c14n
)
public DVerifierSvrXadesVersion? GetDVerifierSvrXadesVersion(
int signatureNumber
)
public string GetSignatureVersion(
int signatureNumber
)
public List<byte[]> GetLastArchiveTimeStampToken(
int signatureNumber
)
public List<DateTime> GetLastArchiveTimeStampTokenTime(
int signatureNumber
)
public List<DataObjectinfoBP> GetSignedDataObjectinfos(
int signatureNumber
)
public DataObject GetSignedDataObject(
int signatureNumber,
string referenceld
)
public int GetNumberOfSignatures()
public MandateCertificatelnfo GetMandateCertificatelnfo (
string appldentification,
byte[] cert
)
public SQCStatus CheckSQCValidity (
string appldentification,
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DateTime T,

byte[] sQCert,
string zpksc

)

3.3. Popis funkcii komponentu

Nasleduje struény popis fungovania jednotlivych metéd komponentu. Detailné
informacie su obsiahnuté v ramci Specifikacie SCVA D.Verifier-SVR/XAdES [5].

3.3.1.1. Konstruktor DVerifierSvrXadesBP
Vytvorenie instancie triedy DVerifierSvrXadesBP zo vstupného XML suboru.
Parametre:

string appldentification — identifikator klientskej aplikacie, pozn.: v ramci tohto
parametra moZe klientska aplikacia poskytnut aj dalSie udaje pre identifikaciu
konkrétneho volania APl aplikacie D.Verifier-SVR/XAdES, napr. datum a Cas
volania, interny identifikator spracovavaného elektronického podpisu a pod.

string signedXml — XML dokument vo formate XAdES BP,
string corrldentifier — nepovinny parameter, sluzi na identifikaciu zasielky.

3.3.1.2. Konstruktor DVerifierSvrXadesBP

Vytvorenie inStancie triedy DVerifierSvrXadesBP zo vstupného ASIC.
Parametre:

string appldentification — identifikator klientskej aplikacie, pozn.: v ramci tohto
parametra moZe klientska aplikacia poskytnut aj dalSie udaje pre identifikaciu
konkrétneho volania API aplikacie D.Verifier-SVR/XAdES, napr. datum a Cas
volania, interny identifikator spracovavaného elektronického podpisu a pod.

byte[] asic — ASIC (v sulade so Specifikaciou ASiC BP) obsahujuci XML podpis(y),
string corrldentifier — nepovinny parameter, sluzi na identifikaciu zasielky.

3.3.1.3. VerifySignature

Overenie konkrétneho podpisu zo vstupného dokumentu podla Specifikacie [6].
Vyuziva informacie z konstruktora uloZené v internej Strukture na zistenie typu
podpisu a podla neho zavola overenie prislusného typu.

Parametre:

int — poradové Cislo podpisu,

struct CertPathinfo certPathinfo — zoznam certifikatov a validacnych udajov (CRL
alebo OCSP) koédovanych v base64 pre overenie podpisového certifikatu,
atributového certifikatu, alebo certifikdtov ¢asovych peciatok vstupného
dokumentu,

List<string> certRulesSets — sady pravidiel, voCi ktorym sa vyhodnocuje podpisovy
certifikat a certifikaty Casovych peciatok. Kazdy certifikat a jeho certifikatna cesta
musi vyhovovat’ kazdej vymenovanej sade pravidiel.
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struct signaturePolicylnfo — (nepovinna) identifikator podpisovej politiky,
DateTime utcTime — (nepovinny) referenény €as pre overenie Struktury podpisu.
Struktura CertPathInfo obsahuje tri mnoziny (mézu byt aj prazdne):

e List<string> certificates — zoznam certifikatov kédovanych v base64 na
overenie certifikaCnej cesty,

e List<string> crls — mnozina CRL kdédovanych v base64 pre overenie
certifikatov z certifikaCnej cesty,

e List<string> ocspResponses — mnozina OCSP odpovedi koédovanych
v base64 pre overenie certifikatov z certifikacnej cesty,

Navratova hodnota:
Struktura SignatureVerificationOutput (popisana v 3.1.2)

3.3.1.4. AddSignatureTimeStamp

Pripojenie timestamp tokenu ku podpisu formatu Level-B alebo Level-T.
Parametre:

int — poradové Cislo podpisu,

byte[ ] tsToken — Time Stamp Token pre hodnotu ziskanu pomocou funkcie
GetSignatureTimeStampOctetStream,

string tsCert — certifikat TSA, kddovany v base64 (nepovinny parameter), sluzi na
overenie podpisu ¢asovej peciatky,

string c14nAlg — (nepovinny) identifikator kanonikalizacného algoritmu,

Navratova hodnota:
Struktura SignatureCreationOutput (popisana v 3.1.4)

3.3.1.5. AddValidationData

Metdda prida vstupné validacné udaje do podpisu.

Parametre:

int — poradove Cislo podpisu,

CertPathinfo certPathinfo — informacie o certifikaCnej ceste podpisového

certifikatu, atributového certifikatu a certifikatov €asovych peciatok (Struktura
CertPathinfo je definovana v Casti 3.1.2).

Navratova hodnota:
Struktura SignatureCreationOutput

3.3.1.6. AddArchiveTimeStamp

Metdda zaradi vstupny token archivnej peciatky do podpisu.
Parametre:

int — poradové Cislo podpisu,
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byte[ ] aTsToken — Time Stamp Token pre hodnotu ziskanu pomocou funkcie
GetArchiveTimeStampOctetStream,

string aTsCert — certifikat TSA, kddovany v base64 (nepovinny parameter),
string c14nAlg — (nepovinny) identifikator kanonikalizaéného algoritmu.
Navratova hodnota:

Struktura SignatureCreationOutput (popisana v 3.1.4)

3.3.1.7. GetSignhatureTimeStampOctetStream
Metdda vytvori oktet stream pre SignatureTimeStamp podla Specifikacie XAdES

[7].

Parametre:

int — poradové Cislo podpisu,

string c14nAlg — (nepovinny) identifikator kanonikalizacného algoritmu.
Navratova hodnota:

Struktura SignatureOctetstreamOutput:

e Octet stream — vytvoreny v sulade so Specifikaciou XAdES [7], kapitola
8.2.1.5pecifikacie XAdES,

e SignatureVerificationOutput — pre hlasenie pripadnej chyby pocas
vytvarania oktet streamu.

3.3.1.8. GetArchiveTimeStampOctetStream

Metdda prida validacné udaje do podpisu a vytvori oktet stream pre archivnu
Casovu peciatku v sulade s pravidlami Specifikacie XAdES [7] (kapitola 8.2.1
Specifikacie XAdES).

Parametre:

int — poradové €islo podpisu,

CertPathinfo certPathinfo — informacie o certifikaCnhej ceste podpisového
certifikatu, atribautového certifikatu a certifikatov €asovych peciatok (Struktara
CertPathlinfo je definovana v metdde VerifySignature 3.3.1.3),

string c14nAlg — (nepovinny) identifikator kanonikalizaéného algoritmu,
Navratova hodnota:
Struktura SignatureOctetstreamOutput.

3.3.1.9. GetCompleteCertificateValues

Metéda vrati zoznam vsetkych DER-kédovanych certifikatov, ktoré su uvedené
digitalnom podpise, t.j. spoji zoznamy certifikatov z nasledovnych elementov:

e ds:KeyInfo/X509Data,
e xades:CertificateValues, ak existuje,
e xades:AttrAuthoritiesCertValues, ak existuje,

e xadesvl4l:TimeStampValidationData (zo vSetkych vyskytov).
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Metdda odstrani zo zoznamu pripadné duplicity.
Parametre:

int — poradové Cislo podpisu.

Navratova hodnota:

Zoznam certifikatov vo formate DER.

3.3.1.10. GetCompleteRevocationValues
Metdda vrati zoznam vSetkych OCSP odpovedi a zoznam vSetkych CRL, ktoré sa
nachadzaju v podpise, t.j. v elementoch:

e ds:KeyInfo/X509Data,

e xades:RevocationValues, ak existuje,
e xades:AttributeRevocationValues, ak existuje,
e xadesv141:TimeStampValidationData (zo vSetkych vyskytov).

Metdda odstrani zo zoznamov pripadné duplicity.

Parametre:

int — poradové Cislo podpisu,

Navratova hodnota:

Struktura CertPathinfo — naplnené budu len zoznamy CRL a OCSP.

3.3.1.11. GetAuditLog

Vrati textovy retazec auditnych zaznamov Cinnosti inStancie aplikacie D.Verifier-
SVR/XAdES.

Parametre:

Ziadne.

Navratova hodnota:

string — auditny log.

3.3.1.12. GetNumberOfSignatures

Vrati poCet podpisov, ktoré rozpoznal konstruktor.
Parametre:

Ziadne.

Navratova hodnota:

int — poCet podpisov.

3.3.1.13. GetSignaturelnformation

Metoda pre kazdy podpis vrati informacie o type podpisu, pouzitych certifikatoch
v podpise a o pouzitej podpisovej politike. Vo vystupnej Strukture su zahrnuté aj
informacie z vnorenych podpisov (CounterSignature elementov).
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V pripade archivnej formy konkrétneho podpisu — typ podpisu je Level-LTA — je vo
vystupnej Strukture vyplneny iba certifikat poslednej archivnej ¢asovej peciatky,
pretoze ostatné certifikaty a verifikacné udaje su v podpise zahrnuté.
V pripade inej ako archivnej formy podpisu su vyplnené iba tie certifikaty, ktoré sa
v podpise nachadzali.
Parametre:
Ziadne.
Navratova hodnota:
Zoznam Struktur Signaturelnformation, kde Signaturelnformation obsahuije:
e indikaciu Mainlndication — spolu so Sublindication indikuje, ¢&i v
konStruktore nastala chyba pre dany podpis. Indikacia je prvok z mnoziny
{VALID, INVALID, INDETERMINATE},

e subindikaciu Sublindication — subindikacia moze byt len jedna z moznosti
vymenovanych v TS102 853 [3],

e string Associatedinfo — obsahuje popis chyby,

e string Signatureld — atribut Id elementu ds:Signature (ak neexistuje,
hodnota je null),

e string SignaturePathName — nazov suboru, v ktorom sa tento podpis
nachadza, v pripade ASIC kontajnera tu bude relativna cesta od
korefiového adresara vramci kontajnera, ak sa nejedna o ASIC, tato
premenna je null,

e vymenovany typ XadesType — urCuje typ podpisu, hodnoty mézu byt prave
jedno z {Unknown, XADES ZEP, XadesBPLevelB, XadesBPLevelT,
XadesBPLevelLTA},

e struct SignaturePolicylnfo — informacie o pouZitej podpisovej politike
vonkajsieho podpisu, kde Struktura SignaturePolicylnfo obsahuje:

¢ string Identifier — identifikator pouzitej podpisovej politiky,

¢ string DigestMethod — identifikator algoritmu odtlacku podpisovej
politiky,

¢ string DigestValue — hodnota odtlacku podpisovej politiky

e DateTime SigningUtcDateTime -- Cas zelementu xades:SigningTime
v Strukture podpisu, ak sa tento element v podpise nenachadza, vyplni sa
null,

e byte[] SigCert — podpisovy certifikat kddovany v DER,

e List<byte[ ]> AttCerts — atributové certifikaty kddované v DER (ak je v
podpise pritomny aspor jeden element CertifiedRole),

e List<byte[ |> TSCerts — zoznam certifikatov ¢asovych peciatok (tokenov)
kédovany v DER (vSetkych pritomnych peciatok, okrem archivnych),
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e List <DateTime> TSTimes — zoznam casov vytvorenia jednotlivych
tokenov v elementoch SignatureTimeStamp (voc&i tymto ¢asom sa bude
v pripade platnosti tokenu vyhodnocovat podpisovy certifikat),

e List <byte[ ]> ATSCerts — zoznam certifikatov archivnej Casovej peciatky
kédovany v DER,

e List<Signaturelnformation> CounterSignaturelnformations — zoznam
informacii pre vnorené podpisy v elementoch CounterSignature.

3.3.1.14. GetSignedDataObjectinfos

Vrati informacie o podpisanych datovych objektoch (t.j. o vSetkych referenciach
okrem referencii na SignatureProperties a KeyInfo elementy) podla obsahu
prislusnych elementov ds:Reference a xades:DataObjectFormat profilu XAdES
BP.

Parametre:
int — poradové Cislo podpisu.
Navratova hodnota:

List<DataObjectinfoBP> — zoznam objektov triedy DataObjectinfoBP, priCom
trieda DataObjectinfoBP obsahuje atributy:

e string Referenceld — atribut Id z referencie, ktora na objekt ukazuje,
e string ObjectURI — atribut URI z prislusného ds:Reference elementu,

e string Description — obsah elementu Description z prisluSného
DataObjectFormat elementu,

e string MimeType — MimeType datového objektu,
e string Identifier — OID datového objektu,
e string Encoding — kédovanie datového objektu.

3.3.1.15. GetSignedDataObject

Vrati obsah prislusného podpisaného objektu, identifikovaného pomocou
textového retazca Referenceld. Podpisanym objektom sa mysli objekt, ktory je
referencovany v URI, t.j. pred aplikaciou danych transformacénych algoritmov.
Vynimku tvori objekt typu XML, ktory mébze byt zaroven definovany svojimi
transforma&nymi algoritmami (XPATH, kanonikalizacia), takZe vtedy sa vrati objekt
po vykonani v8etkych transformaénych algoritmov.

Podpisané udaje su jedno z:
e XML element(y) — ak element DataObjectFormat, prislichajuci danej
referencii, ma hodnotu MimeType obsahujucu podstring ,application/xml*
alebo ,text/xml alebo ,application/vnd.gov.sk.xmldatacontainer+xml*,

e pole bajtov — v opacnom pripade.

Parametre:
int — poradové Cislo podpisu,
string Referenceld — atribut Id z prislusného ds:Reference elementu.
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Navratova hodnota:
Struktura DataObject, ktora obsahuije:

e string StringData — vyplneny v pripade, ak je referencovana mnozina XML
elementov,

e byte[ ] ByteData — vyplnené v pripade ak sa nejedna o mnozinu XML
elementov.

3.3.1.16. GetLastArchiveTimeStampToken
Parametre:

int — poradové Cislo podpisu.

Navratova hodnota:

Zoznam Time Stamp Tokenov poslednej archivnej asovej peciatky kodovany
v DER.

3.3.1.17. GetLastArchiveTimeStampTokenTime

Parametre:

int — poradové Cislo podpisu.

Navratova hodnota:

Zoznam cCasov zo vSetkych tokenov posledného elementu archivnej Casovej
peciatky.

3.3.1.18. GetSignatureVersion

Vrati identifikator verzie podpisu z elementu xzep:SignatureVersion v Strukture
XAdES_ZEP.

Parametre:

int — poradové Cislo podpisu.

Navratova hodnota:

string — identifikator verzie podpisu.

3.3.1.19. GetDVerifierSvrXadesVersion

Vrati verziu profilu XAdES_ZEP, na zaklade ktorého bol podpis vytvoreny. Vrati
hodnotu prislusného elementu xzep:SignatureVersion, alebo ,null“ ak sa dany
element v podpise nevyskytuje. Cely string pre XPATH je
,ds:Signature/ds:Object/ds:SignatureProperties/ds:SignatureProperty/xzep:Signat
ureVersion®.

Parametre:

int — poradove Cislo podpisu.
Navratova hodnota:
DVerifierSvrXadesVersion:

e Unknown,
e \Version_1x,
e \Version_2x,

e Version_3x.
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3.3.1.20. GetMandateCertificatelnfo
Parametre:
o textovy retazec applD — identifikator volajucej aplikacie

e binarny retazec cert — certifikat v DER forme

Navratova hodnota:
Struktira MandateCertificatelnfo
e zoznam MandateCertificatelnfo.CertRule Client — informacie o mandantovi

e zoznam MandateCertificatelnfo.CertRule Mandatary - informacie o
mandatarovi

e zoznam MandateCertificateInfo.CertRule  Mandate — informacie
0 mandate

pricom Struktura CertRule je definovana ako trojica:

e typ CertRuleType{Subject, CertificatePolicy, KeyUsage, QCStatement} —
typ pravidla

o textovy retazec Key
e textovy retazec Value

Popis:

Metdéda ziska informacie o mandatnom certifikate. V konfiguracii v polozke
MandateCertificatelnfo vyhfada vydavatela certifikatu. Nasledne filtruje Udaje
v certifikate podla pravidiel v konfiguracii a do Struktury MandateCertificatelnfo
naplni informacie o mandantovi, mandatarovi a mandate.

Pre jednotlivé CertRule sa budu napifat trojice v zoznamoch nasledovne:
e SubjectAttrValue polozky: "Subject", meno polozky, hodnota polozky

e CertificatePolicyOID: "Certificate Policy", OID, UserNoticeText (ak je viac
kvalifikatorov, tak pre kazdy dals$i zaznam)

e CertificatePolicyOIDRegex: "Certificate Policy”, OID, UserNoticeText (ak
je viac kvalifikatorov, tak pre kazdy dal$i zaznam)

e KeyUsage: "KeyUsage", nazov pouzitia kluc¢a, ""

e (QCStatement: "QCStatement”, QCStatementOID, "

3.3.1.21. CheckSQCValidity

Metdda zistuje, i sa vstupny systémovy certifikat nachadza na zozname platnych
systémovych certifikatov. Postup:

1) Metdda najprv zisti zo zoznamu zpksc informaciu o jeho platnosti.

2) Ak Cas overenia T nie je v rozmedzi platnosti zoznamu, tak vrati chybu
LIST_NOT_VALID.

3) Inak sa pokusi najst certifikat sQCert v ramci zoznamu na zaklade poloZiek
DN Issuer a SerialNumber.
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4) Ak certifikat nenajde, vrati chybu NOT _IN_LIST.

5) Ak certifikat najde, skontroluje aj ostatné polozky certifikatu voci
najdenému zaznamu:

zaciatok platnosti certifikatu,

koniec platnosti certifikatu,

DN Subjectu certifikatu,

digitalny odtlacok certifikatu uvedeny v zozname, ktory je vypocitany
pomocou algoritmu SHA-256.

6) Ak niektora z polozZiek nesedi voci udajom v zozname zpksc, metdda vrati
chybu FORMAT_FAILURE.

R Y

7) Inak je certifikat sQCert povazovany za platny voci zoznamu zpksc
(VALID).

Parametre:
e string appldentification — identifikator klientskej aplikacie,

e DateTime T — referenény Cas pre overenie certifikatu,
o byte[ ] sQCert — data sytémového certifikatu,
e string zpksc — zoznam platnych systémovych certifikatov.

Navratova hodnota:

Premenna typu SQCStatus, ktora nadobuda prave jednu z hodnét { VALID,
FORMAT_FAILURE, NOT_IN_LIST, LIST_NOT_VALID, GENERIC }.
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4. Navratové hodnoty

Komponent na overovanie profilu XAdES BP dodrZziava normy stanovené
v technickej Specifikacii ETSI TS 102 853 [3]. Sucastou tejto Specifikacie je aj
vysledok overenia, ktory podfa odporucania obsahuje nasledujuce Casti:
e Main indication — hlavny vysledok overenia. Pozostava z prave troch
moznosti: VALID, INVALID, INDETERMINATE, pricom:

= VALID znamena, Ze hodnota podpisu je spravna a vSetky algoritmy
pouzité na vytvorenie podpisu su vsulade s obmedzeniami
Specifikovanymi profilom XAdES BP ako aj pouzitou podpisovou
politikou,

= INVALID znamena, e podpis nespifia aspofi niektoru
z vySSieuvedenych podmienok,

= INDETERMINATE znamena, Ze informacie dostupné v Case
overovania neboli postaCujuce, aby sa urcil vysledok VALID alebo
INVALID.

e Sub indication — urCuje kategoriu, v ktorej nastalo poruSenie poziadaviek
na validny podpis (FORMAT_FAILURE, HASH_FAILURE, a pod). Cielom
je spresnit dévod hlavnej indikacie a zaradit' vysledok overenia do vopred
definovanej podskupiny.

e Associated Validation data — dodatocné informacie, ktoré by mali pom&ct
identifikovat priinu vysledku. Obsahuju nazov nevyhovujuceho
algoritmu, hodnotu nespravneho odtlacku alebo Specifikuju chybajuce
valida¢né udaje. Su ur€ené primarne na manualne spracovanie, resp. na
podrobnejSiu analyzu.

Konkrétne hodnoty, ktoré vracia overovacia aplikacia su zhrnuté v nasledovnej
tabulke:

MainIndication | SubIndication Vyznam vystupu podla TS 102 853 [3]
VALID VALID
INVALID REVOKED Podpisovy certifikdt bol revokovany pred casom

overenia podpisu.

HASH_FATILURE Podpis je povazovany za neplatny, pretoze digitalny
odtlacok niektorého datového objektu nesedi s
hodnotou uvedenou v podpise.

SIG_CRYPTO_FAILURE Podpis je povazovany za neplatny, pretoze hodnota
SignatureValue nesedi s vypoctom podla verejného
kli¢a uvedeného v podpisovom certifikate.

SIG_CONSTRAINTS_FAILURE Podpis je povazovany za neplatny, pretoze niektora
vlastnost podpisu nevyhovuje validaénym
podmienkam.

CHAIN_CONSTRAINTS_FAILURE Podpis je povazovany za neplatny, pretoZe
certifikacna cesta nevyhovuje validaénym
podmienkam.
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CRYPTO_CONSTRAINTS_FAILURE Podpis je povaZzovany za neplatny, pretoZe niektory z
pouzitych  algoritmov  nevyhovuje validacnym
podmienkam.
EXPIRED Podpis je povazovany za neplatny, pretoze cas
overenia podpisu je po dobe platnosti certifikatu
(notAfter).
NOT_YET_VALID Podpis je povaZiovany za neplatny, pretoZe cas
overenia podpisu je pred dobou platnosti certifikatu
(notBefore).
FORMAT_FAILURE Podpis nevyhovuje predpisanym Standardom (XAdES
Baseline Profile).
POLICY_PROCESSING_ERROR Podpisovu politiku nemozno nacitat.
TIMESTAMP_ORDER_FAILURE Podmienky pre Casovu peciatku obsahu a casovu
peciatku datovych objektov nie su splnené.
GENERIC Iny d6vod.
INDETERMINATE NO_SIGNER_CERTIFICATE_FOUND | Nemozno urcit podpisovy certifikat.

NO_CERTIFICATE_CHAIN_FOUND

Pre podpisovy certifikdit nebola najdena platna
certifikacna cesta.

NO_POE

Nemozno s istotou urcit, Ze niektory podpisany objekt
vznikol pred urcitym ¢asom (napr. vyprsania platnosti
algoritmu).

TRY_LATER

Nemozno overit vSetky naleZitosti podpisu. Je vsak
mozné, Zze pomocou novsich revokacnych informacii
by to islo.

NO_POLICY

Nemozno uréit podpisovi politiku na overenie
podpisu.

SIGNED_DATA_NOT_FOUND

Nemozno ziskat (preditat, identifikovat) podpisané
udaje.

OUT_OF_BOUNDS_NO_POE

Proces overenia skoncil s neurcitym vysledkom,
pretoZze nemozno s istotou uréit, Ze ¢as vzniku
podpisu patri do intervalu platnosti podpisového
certifikatu.

GENERIC

Iny dévod.
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